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CENTRAL INTSORAGEN GES 
: Privacy Act of 19747 
Systems of Records 


Note: Systems of records for the Central Intelligence Agency are 
current as of September 7, 1976. 


STATEMENT OF GENERAL ROUTINE USES 


The following routine uses apply to, and are incorporated by 
. reference into, each system of records set forth below. 
L. Jn the event that a system of records maintained by the Cen- 
- tr Intelligence Agency to carry out its functions indicates a viola- 
_tiun or potential violation of law, whether civil, criminal or regula- 
tor in aature, and whether arising by general statute or particular 
prezram pursuant thereto, the relevant records in the system of 
records may be referred, as a routine use, to the appropriate agen- 
cy. whether Federal, state, local or foreign, charged with the 
responsibility of investigating or prosecuting such violation or 
charged with eaforciog or implementing the statute, or mule, regula- 
tion or order issued pursuant thereto. 

>. A record from this system of records may be disclosed, as a 
routing use, to a Federal, state or local agency maintaining civil, 
erdminal or other relevant enforcement information or other per- 
tinent information, such as current licenses, if necessary to obtain 
information relevant to a Central Intelligence Agency decision con- 
cerning the hiring or retention of.an employee, the issuance of a 
security clearance, oc the letting of a contract. 

3. A record from this system of records may be disclosed, as a 
routine use, to a Federal agency, in response to its requast, in con- 
nection with the hiring or retention of an employee, the issuance of 
a security clearance, the reporting of an investigation of an em- 
ployze, the letting of a contract, or the issuance of a license, grant, 
or other benefit by the requesting agency, to the extent that the in- 

- forznation is relevant and necessary to the requesting agency's deci- 
sion cn the matter... ; 

+. A record from this system of records may be disclosed, as a 

-rovtine use, in the course of presenting evidence to a court, magis- 
trete or administrative tribunal, including disclosures to opposing 
counsel in the course of settlement negotiations. 

§. A record from this system of records may be disclosed to the 
Office of Management and Budget in connection with the review of 
private release legislation as set forth in OMB Circular No. A-19 at 


any stage of the legislative coordination and clearance process as 


get forth in that Ciccular 
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Central Intelligence Agenc: 
Washington, D.C. 20505. : 2s ae, 
Categories of individuals covered by the system: Agency and con- : 
tract employees, employees of contractor supporting Office of Joins Dare leeress- 
, currently or formerly assigned to computer wee 
software development or maintenance projects in Applications. ; : 
Categories of yecords in the system: Documentation of hours 
logged on each assigned programming or overhead project. 
Authority for maintenance of the system: Section 506(a), Federat 
Records Act of 1950 (44 U.S.C., Section 3101). — a aA © 
Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: Used by Applications 
Bt staff for periodic reporting to feations—Divist 
management man-hours expended to develop assigned programming, - 
projects and overhead hours. Used for tracking the usage and 
scheduling of all resources for developing software. 
Used to substantiate hours spent by contractor personnel on bil- . 
lable contractual activity. ; aes 
Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 
Storage: Magnetic disk. ; 
Retrievability: Name and employee number. : / 
Safeguards: Limited to specifically designated and cleared per- 
sonnel. : 
Retention and disposal: Records are erased when hours of activity 
are no longer needed by management. : rs : 


System manager(s) and address: , a ee ee 
Director, Office of JeintGomputer Sapper Data Peccessing De 
Central Intelligence Agency SO, : 8 dee 
Washington, D.C. 20505. peut 


Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inquires to: : ; 
tency Act Cossdinator. 
cnirarintelngence Agency 

Washington, D.C. 20505. 

Identification requirements are specified in the CIA rules 
published in the Federal Register (32CFR 1901.13). Individuals must. 
comply with these rules. % 


Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification sectian above. 
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’ concerning access to or correction of 
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Contesting record procedures: The Central lligence Agency's 
resuiations Pr access to indypprb veel y : 
tents thereof. and for appealing an initial cm 
records, are promulgated in 
the CIA rules section of the Federal Register. 

Record source categories: Agency employees, contract employees, 
employees of contractor supporting the Office of Jomt-Cormpnuter 
Score 


DATA FeceaSSiv7 
Dava So ROES ; 
System name: Office of Jui ie $30 F aining and Skills 
Inventory. 


System location: ; 
Ceniral [ntelligence Agency 
Washingtoa, D.C, 20503. : 

Categuries of individuats covered by the system: Employees, con- 
tract employees, and employees of contractors assigned to the Of- 
fice of Fom-ComputerSupport (OJES) 2477 

Categories of records in the system; Documentation of CIA- 
funded training for each individual assigned to the Office of Jomt 

= Su DATA PROCESSING + eonP 


Documentation submitted by each individual assigned to GF€5, 
indicating his self-evaluation of his programming skills. 

Authority for maintenance of the system: Section 506(a), Federal 
Records Act of 195u (44 U.S.C., Section 3101). 


Routine uses vf records maintained ia the system, including catego- 
ries of users and the purposes of such uses: Assist in asger- 
wining what additional training personnel should receive. F. Dao. 

Assist PYOFES in the management of personnel assignments to 
new programming tasks. 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 

Storage: Magnetid disk. 

Retrievability: By Name. 


Safeguards: Access to and use of these records is limited to those 
persons whose official duties require such access. 


Retention and disposal: Records are purged as employees 


separate from- O33 via periodic updates. opp - 
System manager(s) and address: 


Director, Office of Jomt-Computer Support De7zw Ro cessivG 


Ceatral Intelligence Agency 
Washington, D.C. 20505. 


Notification procedure: Individuals seeking to learn if this system 


-of rsgords contains information about them should direct their 


Ack Coordivator) 
Central Intelligence Agency y 
Washington, D.C. 20505. 

Identification requirements are specificd in the CIA rules 
published in the Federal Register (32CFR 1901.13). Individuals must 
comply with these rules ; 

Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CLA rules section of the Federal Register. 

Record source categories: Agency personnel and employees of 


contractors, 


clA—3 
System name: Computer Access File. 

System location: 

Central Intelligence Agency 
Washington, D.C. 20505. 

Categories of individuals covered by the system: Agency em- 
ployees having special access to Office of Joint-Competer Support 
computer systems. bard Paacgecsing 

Agency cleared contractors 
fice of For os a computer systems. 

Categories of records In the system: In ividual’s name, office, 
user identification code, badge number and computer systems to 
which the individual has access. PAS 


who have been granted access to Of- 


a RSS ee 


fea 2eops/0gserk-RP E65 


CES SIL GCOPP), 


tA OCEES hee, 


a ee, i 


a 


Authority for maintenance of the system: Section 506(a), Federal 


Bit Beha a 
QELS tor eg 


‘Routine uses of -B6ES 


ries of users and the purposes of such uses: 


Orca OF 


Security Officers, computer system and data base DATA Paces 


managers, and Automated Data Processing Control Officers use the 
system to: 

Determine computer system(s), if any, to which an individual at 
CIA has access. , 

Control access to computer systems through automated computer 
system verifications of individual's authorization for access to com- 
puter which he/she is attempting to use. 

Determine the name, office, room number and badge number as- 
sociated with the user identification code of an individual suspected 
of a possible violation of computer systems security procedures, 

Identify individuals listed in audit trail records as having ac- 


“cessed a particular computer system or computer-based system of 
Proaded Matha £1375 OF ODP compurTER USERS~ - 


records. 

policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 

Storage: Magnetic disk packs with “back-up"’ records on tapes. 
and controlled hard copy computer listings used for reference. Ap~ 
plications and approval for access are maintained in paper files. 

Retrievahility: Name and user identification code. 


Safeguards: Access to these records is limited to cleared persons 
whose official duties require such access. Personnel screening and 
computer system security protective mechanisms are employed to 
prevent unauthorized 
paper files are maintained in combination lock safes or 
areas. 


vaulted 


disclosure. Hard copy computer listings and. 


Retention and disposal: Records of individuals who no longer 


have access to Office of Jet systems are 


“y 


Joint—-Computer—Suppert . a 
deleted from computer-based system of records. FK.bata Peocexsag 


As changes are made and new master computer listings are 
generated, the paper Listings are destroyed by burning and the 


records on magnetic media are degaussed. There is no retention of © | 


these records. 

System manager(s) ond address: 
Director, Office of Jot 
Central Intelligence.Agency 
Washington, D.C. 20505. 


Notification procedure: Individuals seeking to learn if this system 


Deraikecessag 


of records contains information about them should direct their, ee 


inquiries to: 

Aet Coa dita 
Central Intelligence Agency 
Washington, D.C. 20505. 


Identification requirements are specified in’ the CIA. rules “ 
published in the Federal Register (32CFR 1901.13). Individuals must. ~ 


comply with these rules. ‘ 


Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. a 


Contesting record procedures: The Central Intelligence Agency's — 


regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 


‘soncerning access to or correction of records, are promulgated in 


the CIA rules section of the Federal Register. 
Record source categories: Employees. . 
Contractor employees. 


clA—4 


System name: Private Attomey Panel. - 


System location: ; ; 
Central Intelligence Agency 
Washington, D.C. 20505. 


Categories of individuals covered by 
private practice. : 

Categories of records in the system: Name, address, date and 
place of birth, education, law firm Gf any}, State(s) admitted to 


the systern: 


- Bar, and date and type of clearance. 


Authority for wraintenance of the system: Central Intelligence 
Agency Act of 1949, as Amended-—Public Law 81-110. 


3101). 


9283-974 


Information and Privacy Coordinator| 
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Information and Privacy Coordinator} 


Attorneys ia 


Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section , 


Mee PP 


. Routine uses’of records maintained in the system, including catego~ 


To provide a referral list for those employees whose employment 
with CCA must be protected. 
Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 
Storage: Paper. 
Retrievability: By aame. 
Safeguards: Records are stored in a combination lock safe and 
access 13 only by persoapel in the Office of General Counsel. 
Retention and disposa 
System manager(s) and address: 
General Counsel 
Central Intelligence Agency 
Washington, D.C. 20505. 
Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inquiries to: 


a 

C Pav ‘Act Coordmaror > 

tt Tnisilteace Agency 
Washington, D.C. 20505. . 

Téentification requirements are specified in the CIA niles 
published in the Federal Register QG2CFR 1901.13). Individuals must 
comply with these mules. 

Record access procedures: Request from individuals should be ad- 
dressed 23 indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tenis thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CIA mules section of the Federal Register. 

Record source categories: Attorneys, CLA employees and former 
employess, 

Martindale-Hubbell Law Directory. 

CIA—5 
System name: Legal Subject Records. 

System location: 

Central Intelligence Agency : 
Washington, D.C. 20505. 7 . 

Categories of individuals covered by the system: Agency em- 
ployess, defectors, individual plaintiffs ia litigation cases, in- 
dividuals asserting claims against CIA, contractors and consultants, 
authors, journalists and other individuals who become involved in 
legal relationships or mattecs with CIA. 

Categories of records in the system: Correspondence, affidavits, 
Eriefs and other legal documents, reports of investigation, Govern- 
rent forms, cables and internal CIA memoranda. 

’ Authority for maintenance of the system: Central Intelligence 

Agency Act of 1949, as Ameaded—Public Law 81-110. 
Section 506(a), Federal Records Act of 1950 (44 U.S.C, Section 
3201). . 

Routine uses of records maintained In the system, including catego- 
ries of users and the purposes of such uses: Tu provide factual infor- 
mation for legal opimons, . 

To provide factual information for litigation reports prepared for 
the Department of Justice. 

To provide factual information for dealing with Agency contrac- 
tors and consultants. ; 

A record from this system of records may be disclosed as a 
*-rontine use"” to a Federal, state or tocal agency maintaining civil, 
criminal or other relevant enforcement information or other per- 
tinent information, such as current licenses, if necessary to obtain 
information relevant to an Agency decision concerning the hiring or 
retention of an employee, the issuance of a secunty clearance, the 
letting of a contract, or the issuance of a license, grant or other 
beaetit. ; 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records In the system: 

Storage: Paper. 

Retrievability: By name. 

Safeguards: Records are stored in combination lock safes and ac- 
cess is only by personiel in the Office of General Counsel. . ». : 


- gnquiries to: 


[Information and Privacy Coordinator| 


355-9728 


a eta i mm naa a { 


Retention and disposal; Permanent retention. 


Central Intelligence 
Washington, D.C, 20 05. 
Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 


rics of users and the perro haved aggmlease 200275/09 "ERE SAB Sg O01 00140004-5 
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¥ AécCoordinator* 
entral Intelligence Agency 
Washington, D.C. 20505. ric Sy 
Identification requirements are specified in the CIA roles 
published in the Federal Register (32CFR 1901.13). Individuals must 
comply with these rules. 
Record access procedures: Request from individuals should be ad- 


- dressed as indicated in the notification section above. 


Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
conceming access to or correction of records, are promulgated. in 
the CIA rules section of the Federal Register. 

Record source categories: Individuals identified in 

Categories of individuals covered by the system: above, Federal 
agencies and other CIA records systems. 

clA—6 
System name: Career Trainee Files. 
System location: 
Central Intelligence Agency 
Washington, D.C. 20505. . 

Categories of individuals covered by the system: Applicants and 
employees selected for Career Training Program. j 

Categories of records in the system: Name, biographic data, test 
results of applicant being considered for Career Training Program. 
Employee name, biographic data, test results, training evaluations, ~ 
correspondence, trainee progress reports and supervisor reports on - - 
trainees during their interim assignments, and memoranda for the 
record. . 

Authority for maintenance of the system: National Security Act of 
1947, as Amended—Public Law 80-253. te a 

Central Intelligence Agency Act of 1959, as Amended—Public — 
Law 81-110. . , 

Section 508(2), Federal Records Act of 1950 (44 U.S.C., Section 
3101). 4 

Routine uses of records maintained in the system, including calego- 
ries of users and the purposes of such uses: Used by Agency officials 
to determine an individual's selection for the Career Training Pro- 
gram. : . 4 wo gh 
Used by Agency officials for monitoring training activity alter ~ 
selection. . ; 

Used by Agency officials for job placement after completion of 
training program. 

Policies and practices for storing, retrieving, accessing, retaining, — 
and disposing of records in the system: ; 

Storage: Paper and microforms. 

Retrievability: By name. oe se 

Safeguards: Stored in combination lock safe; access is limited to 
Career Trainee Program Officers, and Personnel Officers. 

Retention and disposal: Rlecords are retained for the duratign o 
the employee's participation in the Career raining am/ then 
transfdrred to the monn ersonnel.\Official transcripts bye filed 


in official personnel folders; the remaining materials Ar 
-warde the individdgl’s supplemefital personnel (soft) : 
Récords on unsuccessf Y appheants or t reer Trjining Prot 
gram are returned to thé Office of Personnel. 
System manager(s) and address: 
Director, Office of Training 
Central Intelligence Agency a 
Washington, D.C. 20505. a” ha 
Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inquiries to: a 
Pritacy Asi Coorg ator) 
entral Inteitigence Agency 


Washington, D.C. 20505. 


Records on cleared but never used attorneys are, 
destroyed 1 year after clearance is cancelled. | 
Records of cleared and used attorneys are | 
destroyed when deceased or when services are no! 
longer of interest whichever is earlier. 
Destruction is by pulping. ‘ste | 
A | 


Files are retained for duration of the employee's : 
participation in the Career Training Program, then 
‘transferred to-the Office of Personnel. Official |. 
‘transcripts are filed in the official personnel =f 
‘folders; remaining material is incorporated into 


individual's supplemental personnel (soft) file.- 
Unsuccessful applicant records are returned to 
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Identification requirements are specifica an the | rules 
pubiished in the Federal Register G2CFR 1901.13). Individuals must 
comply with these mules. 

Record access procedures: Request from individuals should be ad- 
dressed as indicated jn the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
reyulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
conceming access to or correcuon of records, are promulgated in 
the CLA cules section of the Federal Register. 

Record source categories: The sources of information in these 
fies are Program Orficers, educational institutions, and the in- 
divtdual. 

CIA—7 
System name: Off-Campus Instructor Applicant Files. 
System Jocation: 
Central Intelligence Agency 
Washington, D.C. 20505. 

Categories of individuals covered-by the system: Agency em- 
ployees who are applicants for part-time instructor positions in the 
Agency Off-Campus Prograin sponsored by University of Virginia. 

_ Catezories of records in the system: Applicant forms for teaching 
in the Off-Campus Program. es : 

Correspondence with University of Virginia including application 
approvals and rejections and documents conceming contract ad- 
ministration. : 

Authority for maintenance of the system: National Security Act of 
1937, as Amended—Public Law 30-253. 


Central Intelligence Ageacy Act of 1949, as Amended—Public 
Law 81-110. 
"ites 506(a);,Federal Records Act of 1950 (44 'U.S.C., Section 
101). 
Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: Used by Agency officials 
to administer Instructor Program for Off-Campus college courses 
provided to employees. 


wo 


Recommendations to University of Virginia for employing in- 


structors. 
Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: oe 
Storage: Paper. : 
Retrievability: By name and discipline. i SR 
Safeguards: Stored in combination lock safes. Access by CIA of- 


fictals on need-to-know basis. 
are petained for t 
€ ‘ at 


System manager(s) and address: 
Director, Office of Training 
Central Intelligence Agency 
Washington, D.C, 20505, - ss 

Notification procedure: Individuals seeking to learn if this system 

of records contains information about them should direct their 

inquires to; 
Brivaey ASE Coord y 
entral Intelligence Ag 
Washinzton, D.C. 20505. : 

Weatification requirements are specified in the CIA rules 
published in the Federal Register G2CFR 1901.13). Individuals must 
comply with these rules. : 

Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
rezulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CLA rules section of the Federal Register. 

Record source categories: Employee, educational institutions, stu- 
dent evaluation of the instructor and the University of Virginia. 


CIA—8 
System name: Agency Training Record. . 
System location: EO 


Central Intelligence Agency 
Washington, D.C. 20505. 


Information and Privac 


termination of Agency employment. 
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ategories of indivs 

ployees and other Federat employees who have completed Office 
of Training courses, Agency-sponsored external training, and other 
Agency component-conducted training programs. 

Categories.of records in the system: A machine run which lists the 
individual's transcript of Agency-sponsored training. : 

Authority for maintenance of the system: Title 5, USC, Chapter 
4l. 
Central Intelligence Act of 1949, as Amended—Public Law $1- 
110. 

Section 506{a), Federal Records Act of 1950 (44 U.S.C., Section 
3101. 


Routine uses of records maintained in the system, including catezo- 
ries of users and the purposes of such uses; Records are used by 
Agency officials for processing employee requests For Agency- 
sponsored training. 


Used by Agency officials to evaluate training requirements in 


connection with a proposed assignment. . 

Agency Career Management and Training Officers use this 
record as a management tool in counseling employees conceming 
their career development. 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 

Storage: (Mbchine histitg.” 

Retrievability: By. name. ‘ : 

Safeguards: Stored in combination lock safes. Access is restricted 
to Training Officers, Personnel Officers, Supervisors and the 
TSS/OTR Staff. ay Ag 

Retention and disposal afie ; : 

System manager(s) and address=* 

Director, Office of Training’ 
Central Intelligence Agency - 5 ye 
Washington, D.C. 20505. fo ; : : . 

Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inquiries to; if tie Oe ; 

<Privacy A&t-Coordiiitor “> 
entral Intelligence Agency ; BOO to gt Me 
Washington, D.C. 20505. "e ia eS 


comply with these rules. 


Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above, 


regulations for access to individual records, for disputing the con- 
tents thereof, and -for appealing an initial determination by CIA 


the CIA rules section of the Federal Register. 


and training reports from the individual. 

' CIA-9 . 

System name: Language Learning Center Student Files. y 
System location: : ; 


Central Intelligence Agency 
Washington, D.C. 20505. - £ 


rolled in the Language Learming Center. ° 


training reports from instructors, training requests from sponsoring, 
office and attendance reports. 


Central Intelligence Agency Act of 1949, as Amended—Public 
Law 81-110. 


3101). : 


ries of users and the purposes of such uses: Used by Agency officials 


cy Training Record. 


Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: ; - 


Records are destroyed by pulping 3 years after 


listing on COM. 


-Storage: Machine 


Retention and Disposal: Superseded COM reels are 
destroyed by burning upon receipt of updated reels... -{ 


aera eT 


a 


Identification requirements are specified - in ‘the CIA “nules ek ae 
published in the Federal Register (32CFR 1901.13). Individuals must 


Contesting record procedures: The Central Intelligence Agency's . 


Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section - 


Routine uses of records maintained in the system, including categor ; 


to monitor student performance. Transcript is entered in the Agen. — - 


corceming access to or correction of records, are promulgated in A 


Record source categories: Transcripts from educational institu. 
tions, certificates of successful completion from the training facility a 


Categories of individuals covered by the system: Employees en- — 


Categories of records in the system: Biographic data, test scores, 7 


Authority for maintenance. of the system: Title 5, U.S.C. Chapter - : 


1x 
i 
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 ptorage: Paget. 


“ oF initial dete ti by Cla | 
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. Safeguards: Records stored in secure areas. Access on a need-to- 
‘heow ba ais. 


Director, Office of Training 
Central Intelligence Agency 
Washington, D.C. 20505. 

Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inquiries 805 
Cy AcPEoorditiator— 

Central Intelligence Agency 
Washington, D.C. 20503. 

Tdentificauon requirements are specified in the CIA rules 
published in the Federal Register (32CFR 1901.13). Individuals must 
comply with these rules. 

Record access procedules: Request from individuals should be ad- 
eresced as indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tenis thercof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CLA rules section of the Federal Register. 


Record source categories: Employees and instructors. 


cIA—10 
System naine: Language Qualifications Register. 
System location: 


Central Intelligence Agency 
Washington, D.C. 20505. 


Categortes of individuals covered by the system: Employees who 
claim a foreign language proficiency. 


Categories of records in the system: Employee claim of ‘foreign 
languay< proficiency, and identifying biographic data. 


Authority for maintenance of the system: Title 5, U.S.C, Chapter 


«441. 


Central Intelligence Agency Act of 1949, as Amended—Public 
Law 81-110. 

Section 506(a), Federal Records Act of 1950 (44 U.S: C., Section 
3161). 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: Used by Agency person- 


_ Bel for processing requests for foreign language training and for 


language proficiency cash awards. 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 

torage: Paper and magnetic tape. 

Retrievability: Name and language. 

Saleguards: Maintained in combination lock safes. Access on a 
need-to-know basis. 

Retention and dis 
paper zecord 

d 


Cael semiannually g 
urting {agnetic tapes are 


sal; Recor 
destroyed” By 


ystem manager(s) and address: 


Director, Office of Training 
Central Intelligence Agency 
Washington, D.C. 20505. 


Notification procedure: Individuals seeking to learn if this system 


: of records contains information about then should direct their 


inguittes Ai 
acy Act Coord) iu 
‘entral Intelligence 2 Sency 
Washington, D.C. 20503. ' . 

Identification requirements are specified in the CIA mules 
published in the Federal Register (32CFR 1901. I) Individuals must 
comply with these rules. 

Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. 

Contesting record precedur+s: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 


nl 
+ 


record. 


Files are cut off at completion of training: all 
but final report is destroyed 90 days after cut off;} ®@ 
- final report is destroyed 5 years after cut off. | ee 


Records are destroyed by pulping. 


12 months. - 
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$ emplayme 
\ ay eens R tds are dest 


: inquirigs, to: 


dressed as indicated in the notification section above. 


933-974 A. -_ 


Papers are destroyed by pulping and tapes are erased | - 
ba upon inclusion of information in employee’ s official |. 


Destroyed upon termination of Agency employment. - med 
Unsuccessful applicant records.are destroyed after ; 
Destruction of records is by pulping. | 


the CIA rules section Federal ahead 
Record source categories: Employees. 


CciA—11 
System name: Modern Language Aptitude Test Scores (MLAT). 
System location: 
Central Intelligence Agency 
Washington, D.C. 20505. 

Categories of individuals covered by the system: Selected appli- 
cants and employees who have taken the Modern Language Ap- 
titude Test. 

Categories of records in the aystem: Name, biographic data and 
test scores. 

Authority for maintenance of the system: Title 5, U.S.C. Chapter 
41. 

Central Intelligence Agency Act of 1949, as Amended--Public 
Law 81-110. 

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). 

Routine uses of records maintained in the system, including categor 
ries of users and the purposes of such uses: Used by Langu: Age 
Learning Center personnel to evaluate student potential for learniag, 

a foreign language. 

Used by Personnel Officers in deciding appointment and job. 
placement. . 

Aptitude test scores are provided to Foreign Service Institute - 
when employee is enrolled in their language program. 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the a 

Storage: Paper. 

Retrievability: By name. Bes 

Safeguards: Stored in combination lock safes; access on a nead- 
to-know basis. 


pi hn 
i nae burning. 
System manager(s) and address: : 
Director, Office of Training 
Central Intelligence Agency 
Washington, D.C. 20505. : 
Notification procedure: Individuals seeking to learn if this system’ : 
of records contains information about them should direct their - 


Washington, D.C. 20505. 
Ydentification requirements are specified in the CIA ries 
published in the Federal Register (32CFR 1901.13). Individuals must 
comply with these rules. 


Record access proceduress Request from individuals should be ad- 


Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appeating an initial’ determination by CIA 
conceming access to or correction of records, are promulgated i in 
the CIA rules section of the Federal Register. 


Record source categories: Individual. 


ciA—12 
System name: External Training Files. 
System location: 
Central Intelligence Azciey. 
Washington, D.C. 20505. ve 
Categories of individuals covered hy the systenr: Employees : Spon- 
sored full-time external training programs. 
Categories of records in the system: Employee biographic data, 
correspondence with public and private educational institutions, 
transcript and grades, training requests and administrative docu- 
ments related to enrollment, employees evaluation of Paling: : 
course and employee Training ‘Obligation Agreement, 
Authonty for maintenance of the system: Title 5, USC, Chapter 
41. . 


Information and ‘Privacy Coordinator 
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Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section 
3EOL). 

Central Intelligence Agency Act of 1949, as Amended—Public 
Law 51-100. 7 

foutine uses of records maintained in the system, including catego- 
rics of users and the purposes of such uses: Used by Agency offictals 
to Cetermine employee's eligibility for Agency sponsored training. 

Used by Agency officials to enroll employces in private and 
public educational institutions. 

Used by Agency officials to evaluate courses for future enroll- 
ment of employees. i 

Data for Agency Training Record. 

Notification of funds advanced and accountings are proved to the 
Office of Finaace. 

‘A record from this system of records may be disclosed as a 
“Soutine use” to a Federal, state or local agency maintaining civil, 
criminal or other relevant enforcement information or other per- 
tineat information, such, as current licenses, if necessary to obtain 
information relevant to an Agency decision conceming the hiring or 
retention of an employee, the issuance of a security clearance, the 
letGng of a contract, or the issuance of a license, grant or other 
benefit. - ; 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: , 

Storage: Paper and punch cards. 

Retrievability: Name and employee number. 


cy has intépdst in @ speaxer. Reco 


Retrievability: By name and area of expertise. : 

Safeguards: Files are stored in a combination lock safe. Use of 
material ig restricted to Training Officers involved in course 
development. 

Retention and disposal: 


Files Qre,maintained/asdong as the 
3 are destroyed by bur ots 


rystem manager(s) and address: 
Director. Office of Training 
Central Intelligence Agency 
Washington, D.C. 20505. . 
Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inquiries to: ; ane 


vac¥ Ac Coordinator > — 
entral Intelligence Agency 


Washington, D.C. 20505. oe . . 
Identification requirements are specified in the CIA rules 
published in the Federal Register (G2CFR 1901.13). Individuals must 
comply with these rules. 
Record access procedures: Request from individuals should be ad- - 
dressed as indicated in the notification section above. . 


Contesting record procedures: The Central Intelligence Agency's ° 


regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 


the CIA nutes section of the Federal Register. - 
Record source categories: Individual, Agency officials, academic _. 
and private institutions, Federal agencies. ; a3 
CA 
System name: Equal Employment Opportunity 
Records. - _ 
_ System location: : 
. Central Intelligence Agenc . 
Washington, D.C, 20505. ° pone ee o 
Categories of individuals covered by the system: Current or former - °°. 
contract, staff or detailed military personnel of the Agency as well Ct 
as applicants for employment. aie ae 
Categories of records in the system: Data collected by an EEO In- 
vestigator which bears on the charges of discrimination brought by 
the complainant. File contains sworn affidavits from the complai- 
nant, the alleged discriminating officer(s), and other individuals 
directly involved, as well as other documents, records, or other -. 
statistical evidence considered pertinent to the case or which assists _ 
the Agency in making its decision. . an 
Authority for maintenance of the system: Equal Employment Op- --- 
portunity Act of 1972, Public Law 92-261. ; a SN 23 
Executive Orders 11478 and.5 C.F.R., Part 713.222, ak 
Routine uses of records maintained in the system, including catego 
ries of asers and the purposes of such uses: To provide information =~ 
in the adjudication of complaints. fo os 
_ To provide information for review by the Civil Service Commis- 
sion. MS font 
To provide information for Federal court review. 
. Policies and practices for storing, retrieving, accessing, retaining, ..a 
and disposing of records in the system: APa? arg SS | 
Storage: Paper. ; we Ae Oe ale 
Retrieyability: By complainant name. — _ Be cs 
Safeguards: Filed in combination lock safes; limited access by eS 


Safeguards: Stored in combination lock safe; access on need-to- 
know basis. : 
Retention 2 


~ System manager(s) and address: 
Director, Office of Training 
Central Intelligence Agency 
Washington, D.C. 20505. : ; 
Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inquiries to: ; . e 


acy ALTCoordinator 
Centrarinvetiigence Agency 
Washington, D.C. 20505. ; 

Identification requirements are specified in the CIA tules 
published in the Federal Register Q2CFR 1901.13). Individuals must 
comply with these rules, , 

Record access procedures: Request from individuals should be ad- 
dressed 45 indicated ia the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tants thereof, and for appealing an initial determination by CIA 
conceming access to or corection of records, are promulgated in 
the CLA rules section of the Federal Register. 

_ Record source categories: The sources of information are from the ~ 
individual, his sponsoring office, and the external traiaing facility. 
ciA—3 
System name: Guest Speakers. . 
- System location: 
Central Intelligence Agency 
Washington, D.C. 20505. Ae 

Categories of individuals covered by the system: Individuals under 
consideration for guest speaker engagements in CIA training cour- 
ses. Individuals include members of the academic journalistic and 
business world as well as preseat and former senior Agency and 
other Government officials. - 

Categories of records in the system: Name, biographic data includ- 
ing academic credentials, published materials, correspondence and 
administrative records. 

Authority for maintenance of the system: Section -506(a), Federal 
Records Act of 1950, (44 U_S.C., Section 3101). 

Routine uses of records maintained in the system, including catego~ 
ries of users and the purposes of such uses; Assist Training Officers 
in curriculum developinent and selection of speakers for scheduled 
training courses. oe 

Policies and practices for storing, retrieving, accessing, retaining, 


Complainant 


ords -.- 
O years ©” 
¢ OEEO-for review and 


System manager(s) and address: os 
- Director, Equal Employment Opportunity 
Central Intelligence Agency ele ak 
Washington, D-C. 20505. any a 8 : 
Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inquiries to: ‘ 


and disposing of records In the system: CentrarIntélligence Agency 
Washington, D.C. 20505. 


Storage: Paper. ; 
[Taformation and Privacy Coordinator 


eam =. 7 


Cases resolved within Agency are destroyed by | 
pulping after resolution of case. | a 


: Destroyed 1 year after employee completes all | ey 
‘course commitments. Destruction by pulping. ae 


[ 


af = longer has interest in speaker. | 
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comply with these rules. 

Record access procedures: Request from individuals should be ad- 
dyessed as indicated in the notification secuon above. 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access 10 or correction of records, ate promulgated im 
the CLA rules section of the Federal Register. 

Record source categories: Information obtained from the complai- 
rant. the alleged discriminating official, and other individuals as 
well as documents, records, and statistics gathered in the investiga- 
tion. 

cla—i5 
System name: Employee Grievance Folders. 
System location: 
Central Intelligence Agency 
Washington, D.C. 40503. 

Categories of individuals covered by the system: Employee. 
Grievance generally filed by IG Case Number assigned by Office of 
Inspector General. 

Categories of records in the system: Data from employees coming 
to Inspector General with grievartices re nature of grievance, cir- 
cumstance that caused grievance and how settled. 

Authority for maiatenance of the system: Executive Order 10987, 
By Regulation. : 
< Section 506(a), Federal Records Act of 1950 (44 U-.S.C., Section 

103). 

Routine uses of records maintained in the system, including catego- 

ries of users and the purposes of such uses: Used by members of the 


Office of the Inspector General to investigate grievance to its con- _ 


clusion. ; 
‘To refer or provide information in response to or by direction of 
a court order, or where there is an indication of a violation or 
potential violation of law whether civil, criminal, or regulatory in 
nature, to the appropriate agency charged with the responsibility of 
investigating or prosecuting such violation or charged with enforc- 
ing or implementing a statute or Jaw, regulation or order issued pur- 
suant thereto. 

Policies and. practices for storing, retvieving, accessing, retaining, 
and disposing of records in the system: gt 

Storage: Paper. 

Retrievability: By case number. ; 
_ Saleguards: Materials are stored in combination lock safe; access 
Limited to OIG staff members. : 


0 z 
year. Held in 
etirement, then return 


System manager(s) art address: 
Inspector General 
Central Intelligence Azency 
Washington, D.C. 20505. 
Notification procedure: Individuals seeking to learn if this system 


of records contains information about them should direct their 


raguizies to 
Crivacy Act Coordinator 

Central Intelhgence Agency 

Washington, D.C. 20505. 

_ Wdentification requirements are specified in the CTA rules 

published in the Federal Reeister G2CER 1901.13). Individuals must 

comply with these rules. HP Request from individuals should be 

zddressed as indicated in the notification section above, 

Contesting record procedures: The Central Intelligence Agency's 
reculations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
cornceming access to or correction of records, are promulgated in 
the CIA rules section of the Federal Register. 

Record source caleyories: Information obtained from complainant 
and other employees when gnevances are investigated. 


CIA—16 
System name: Parking Permit Files. 
System location: 


R Lcords Center forten years | 
othe OIG for rey and - 


Categories of individuals covered by the systent: Employees. 

Categories of records in the system: Records include name, vehi- 
cle license number, office designation, location, and extension. 

Authority for maintenance of the system: Section 506(a), Federal 

_ Records Act of 1950 (44 U.S.C., Section 3101). 

Federal Property Management Regulation D7 (GSA), 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: Used by Agency cm- 
ployees responsible for allocation and control of parking spaces at 
the Headquarters. Building. 


Policies and practices for storing, retrieving, accessing, retaining, - 


and disposing of records in the system: 
Storage: Paper. . 
Retrievability: By name, vehicle license number, assigned parking 
space number and assigned reference number, 
Safeguards: Stored in safes, vaults or secure area, Access Nimited 
to staff employees. : 
Retention and disposal: Records marked void upon updating of in- 
formation or upon cangellation of parkin permit, files DEesTec, 
SeSen ave Rae J o . 
ysterm manager(s) and address: 
Director, Office of Logistics 
Central Intelligence Agency 
Washington, D.C. 20505. . 
Notification procedure: Individuals seeking to leam if this system 
of records contains information about them should direct their 


ONCE YEAR .) 


" ¥nquiries to: 
pom Privacy Xet Coordinator. 
nteiligence Agency 


- Washington, D.C. 20505. 


published in the Federal Register G2CFR 1901.13). Individuals must 
comply with these rules. : 


dressed as indicated in the notification section above. 


regulations for access to individual records, for disputing the con-' 
-ltents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CIA mules section of the Federal Register. 


Record source categories: Employees. 
: CIA—17 
System name: Vehicle Operators File. - 
System location: : 


Central Intelligence Agency 
Washington, D.C. 20505. 


. Categories of individuals covered by the system: Employees. ’ 


forms, score sheets for driver’s test, registers of permits issued and 
records regarding accidents. Accident report records include police 


4 data and investigation reports in addition to information on vehicle . 


involved. . 


1947, as Amended—Public Law 80-253. 
Law 81-110. 

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). : , 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: Used by. Agency em- 
renewals. : Na) 5 

For review by CIA officials in accident cases. ~ = 


“routine use” to a Federal, state or local agency maintaining civil, 
criminal or other relevant enforcement information or other per- 
tinent information, such as current licenses, if necessary to obtain 
information relevant to any agency decision concerning the hiring 
or relention of an employee, the issuance of a security clearance, 


benefit. 


Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: - 


i 


(Information and Privacy Coordinator|—., 974 
a SE SEEN ee ny aw ra ' ) 


Categories of records in the system: Name, medical qualification "~ 


Authority for maintenance of the system: National Security Act of ~~ 


Central Intelligence Agency Act of 1949, as Amended—Public . 


the letting of a contract, or the issuance of a license, grantorother | 


=D 
Tieal gf PReKig PER ts Pens 
pemicdicaily CapproumMaprery 


Indentification requirements are specified in the CIA rules a 


Record access procedures: Request from individuals:should be ad- — chi 


Contesting record procedures: The Central Intelligence Agency's . a 


ployees for issuing official U.S. Government driver's licenses and ~ . 


A record from this system of records may be disclosed as a - 7 


Closed cases involving litigation or those - 2 

establishing precedence of policy are permanent. 

Closed routine cases are transferred to Records | 

Center for 10 years and returned for review by 

custodian for cases selected for further retention: | 

and inclusion with other permanent cases. Those =) 
\ 


“no longer needed are destroyed by pulping. Index 
cards assume. disposition of case files. _ File 7 oe ye ) 
system logs for assigning case numbers are permanent. | "eee 2 Vee 
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_ Storage: Paper. 

Retrievability: Individual name or driver's permit number. 

Safeguards: Physically protected in a secure area. Access is 
limited to employees who have the need-to-kaow. 

Retention and disposal: Destroyed by burning three years after 
Hcense is no longer valid. Accident reports are destroyed six years 
after case 15 closed. 

System manager(s) and address: 

Director, Office of Logistics 
Central Intelligence Agency 
Washington, D.C. 20505. 

Notification procedure: Individuals secking to learn if this system 
of records contuins information about them should direct their 
inquiries to: 

Prac AdtCoordihator, 
Central Intelligence Ayency 
Washington, D.C. 29505. 

Tdentification requirements are specified in the CIA rules 
published in the Federal Register (G2CFR 1901.13). Individuals must 
comply with these rules. 

Record access procedures; Request from individuals should be ad- 
dressed as indicated in the notification section above, 

Contesting record procedures: The Central Intelligence Agency’s 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
coccerning access to or correction of records, are promuigated in 
the CLA rules section of the Federal Register. 

Record source categories: Individual. 

Agency officials. 

Federal, Siate and. local law enforcement agencies in cases when 
employee is involved in an auto accident. : 


CiA—18 
System name: Personal Property Claim Records. 
System location: 


Central Intelligence Agency. =” ; 
Washington, D.C. 20505. aos . an 
Categories of individuals covered by the system: Employees and 
former employees. an) 
Categories of records in the systera: Claimant name, address, na- 
ture and loss of damage to personal effects, including inventory of 
items. 
Authority for maintenance of the system: National Security Act of 
1937, as Amended—Public Law 80-253. 
Central Intelligence Agency Act of 1919, as Amended—Public 
Law 81-110. 
Section $06(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). 
Routine uses of records maintained in the system, including catego- 


. 


ries of users and the purposes of such uses: Claims Review Board - 


determines amount of financial loss sustained by claimant. | 

Reimbursement for property loss. 

A record from this system of records may be disclosed as a 
“routine use” to a Federal, state or local agency maintaining civil, 
crimioal or other relevant erforcement information or other per- 
tinent information, such as current licenses, if necessary to obtain 
information relevant to an Agency decision concerning the hiring or 
retention of an employee, the issuance of a security clearance, the 
letting of a contract, or the issuance of a license, grant or other 
benefit. 

Policies and practices for storing, retrieving, accessing, retaining, 
ail disposing of records In the systera: 

Storage: Paper. 

Retrievability: By name. 

Safeguards: Information is stored in safes or secure areas. Access 


is limited to staff employees working on such cases. 


Retention and disposal: Records are destroyed by burning two 
years after final action on case. 
System manager(s) and address: 
Director, Office of Logistics 


Central Intelligence Agency 
Washington, D.C. 20505. 


’ PRIVACY AGT ISSUANCES i | 
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Notification proce 
Miation about them should direct their 


of records contains inf 
inquines 10. ~ 

Privaty Act Coordinator 

Central IntzMigence Agency 
Washington, D.C. 20505. ae ‘ 

Identification requirements are specified in the CIA rules 
published in the Federal Register (32CFR 1901.13). Individuals must 
comply with these rules. 

Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above, 

Contesting record procedures: The Central Intelligence Agency"s 
regulations for access to individual records, for disputing the cun- 
tents thereof, ead for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CIA rules section of the Federal Register. 

Record source categories: Individual concerned and various Agen- 
cy staff elements involved in processing and adjudication of claims.” 


CIA—19 
System name: Equipment and Supplies Accountability Records 
System location: 


Central Intelligence Agency 
Washington, D.C. 20505. 
Categories of individuals covered by the system: Employees. ” 
Categories of records in the system: Name, signature, office loca- 
tion, telephone extension and item of government equipment on 
loan or charged to the employee. 
Authority for maintenance of the system: National Security Act of 
1947, as Amended—Public Law 80-253. 
Central Intelligence Agency Act of. 1949, as Amended—Public 
Law 81-110. 
Section 504(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). mo, 
Routine uses of records maintained in the system, including categzo~ 


ries of users and the purposes of such uses: Used by Agency officials | 


who control and account for government nonexpendable items. 


A record from this system of records may be disclosed asa” 


“routine use” to a Federal, state or local agency maintaining civil, . 
criminal or other relevant enforcement information or other per- 
tinent information, such as current licenses, if necessary to obtain 
information relevant ta an Agency decision concerning the hiring or 
retention of an employee, the issuance of a security clearance, the 
letting of a contract, or the issuance of a license, grant or other 
benefit. ; , — 
Policies and practices for storing, retrieving, accessing, retaining, 
and disposing ol records in the system: ; : 
Storage: Paper. 
Retrievability: By name. a 
Safeguards: Physically protected in secure areas. Only employces - 
charged with the responsibility of controlling government property 
have access. : 


Retention and disposal: Signature card is retumed to individual 5 | 


charged upon return of item. Record is destroyed 
inventory adjustment to property records. =. 
System manager(s) and address: ; ; 
Director, Office of Logistics 
Central Intelligence Agency - 
Washington, D.C. 20305. : : 
Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inquiries to: : 


weacy ACL Consignor; : 
entra eligence Agency a en 
Washington, D.C. 20505. a era . a 
Identification requirements are specified in the CIA miles. 
published in the Federal Register (32CFR 1901.13). Individuals must 
comply with these rules. . . 
Record access procedures: Request from individuals should be ad- | 
dressed as indicated in the notification section above. 
Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 


by burning after 


tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CIA rules section of the Federal Register. ; 


. id CENTRAL INTELUGENCE AGENCY 
Record source categoriesMIpSrolvelce Folens er2000105/06. 


_ pxcountable property officers. 
ciA—20 
System name: Logistics Security Clearance Records. 
System location: 


Central Intelligence Agency 
Washington, D.C. 20505." 


tacted foc liaison purposes. 


Categories of records in the system: Biographic data including 


name, address, position, and secunty clearance held. 

Authority for maintenance ol the system: National Security Act of 
1447, as Amended—Public Law 80-253. 

Central Intelligence Agency Act of 1949, as Amended—Public 
Las 81-110. 7 

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section 
3191). 

Routine uses of records tnaintained in the system, including catego+ 
ries of users and the purposes of such uses: Used by staff employees 
ia conducting Ageacy business with the commercial sector and 
lizison with other government agencies. 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 

Storage: Paper. : 

Retrievability: By individual or company name. 4 

Safeguards: Information stored in safes, vaults or secure areas. 
Access is limited to staff empioyees with the need-to-kaow. 

Retention and disposal: Records destroyed upon expiration of 
clearance. Clearances may be revalidated three years after initial 
| a>proval. w— 

Systera manager(s) and address: 

Director, Office of Logistics 
Central Intelligence Agency 
Washington, D.C. 20505. ‘ 

Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inguiries to: 


Coordinator 


atelligence Agency 
Washington, D.C. 20505. ae 
Identification requirements are specified in the CIA: rules 
pubiished in the Federal Register (32CFR 1901.13). Individuals must 
comply with these mules. 


Record access procedures: Request from individuals should be ad- 
’ dressed us indicated in the notification section above. . 


Contesting record procedures: The Central Intelligence Agency's 
‘ gegulations for access to individual records, for disputing the con- 
tents thereof, and forsappealing an initial determination by CIA 


* concerning access to or correction of records, are promulgated in 
the CIA miles section of the Federal Register. 


Record source categories: Information obtained from individual 
concerned and certification of clearance from Office of Security. 


~~" CIA—2} 
System name: Privacy Act Requesters. 
Systera location: 7; 
Centraltfatelligence Agency 
D.C. 20505. ‘ 
Categories of individuals covered by the system: U.S. citizens and 
2Hens lawfully admitted for permanent resit ence, 


Categories of records in the systemr Files contain all correspon- 
‘dence and other documentsrelated’to the receipt, processing and 
final disposition of requests réseived by the Agency for information 
under the Privacy Act of 19747 

Authority for maintetance of 
1974—Public Law 93-579. : 

Routine uses of records maintained in the s 
ries of users afid the purposes of such uses: To provide information 
for compijig an annual report (beginning 30 April 76) for the Of- 
Fice of Management and Sudget as required by the Informa- 


system: Privacy Act of 


tem, including catego- 


ee SRR ry Ce s were originajed 
y anot : “ 


¢ Federal agency- 7 
PoXcies and practices for storing, retrieving, accessing, retgining, 
and disposing of records in the system: 


Safeguards\Fi 
on a need-to-k 
Retention and 
the case file is cloged, Records are destroyed by burhing. 

System manager(s)‘gnd address: 


Categories «f individuals covered by the system: Commercial con- 
tractor: and vendors, persons in the private sector associated with 
the Azency, and individuals in other government agencies con- 


Nolilication procedure: Individuals seeking to learn if this system 
of records contains information abodt them should direct their 
inquiries to: oo 


Identification requirement 
published in the Federal R: 
comply with these rules. 


Contesting record’ procedures: 
regulations for agéess to individual records, for dispiting the con- | 


Record source categories: U.S. citizens. 


System location: a ES : 


Cateyories of individuals covered by the system: I 
akes rdquests to CIA under the Freedom of Inforpation Act. 


dence and wther documents related to the receipt, processing and 
final disposi? 
under the Freedom of Information act, 1974. 4 
Authority for tyaintenance of the system: Feeedom of Information| =~. 
Act of 1974 as Amended. eS ae 


for compiling reports 
Act, Information pertaihing to the réquest or requester that sur- 


Freedom of Information Act, 
originated by another Federal ay 
Policies and practices for stofi 
and disposing of records in the/systeya: 
Storage: Paper. 
* Retrievability: By mame ; ba 
Safeguards; Files are plored in combination lock safes; access is 
on a need-to-know basi. 
Retention and disp 
the case file is closed. Records are destroyed by burning. 
System manager 


agenciss for their 


he 


les are stored in combination lock safed: 
we basis. : : 


isposal: Records are retained for two years after 


Chief, Informationand Privacy Staff 
Central Intelligence Agency 
Washington, D.C. 20585. 


Privacy Act Coordinator 
Central Intelligence Agency, 
Washington, D.C. 20505. 


are spéujfied in the CIA rules 
ister (32CFR NQ01.13), Individuals muse 


The Central Intellige 


md for appealing an initial determination by CTA 
‘4 ted in 


lawfully admitted for p 


Freedom of Information Act Requesters. 


s of records in the system: Files contyin all correspon: 


on of requests received by the Aggncy for information 


yurposes of such u5€s: 
equired under ati 


som of Information Act request may be 
hencies for their review pursuant to the 


mended, when the records were 
ency. a 
g, retrieving, accessing, retaining, 


fal: Records are retaifed for two years after | 


and address: 


ation and Privacy Staff 
élligence Agency 

ron, D.C, 20505. 
én procedure: Individuals seeking to leam i 
aS contains information about them should 
to: : i : 


oe 


Syatem manager (s) and address. ee er 


, ton pertaining to the requester surfaced as a result of a vac mA Washington _ a Chief, Information and Privacy cy Start” 
Tita = CMAenRL - 0 s+ 4% Used by stadt employees for reference | - anu ae ay ao acer 
‘7System nares eae ae in formulating’ responses to) 200 ee MFee eT! 

* anit ea Pe Aa ‘. Privacy Act, Freedom of Information | Notification procedures. °° © |. ~*~ 

or Privacy and Freedom of Information | act, and Executive Order.11652 requests, |. individ os hes 
Taare Acts Request a ; | ‘ es.{.: iuals seeking to learn if thi 
a a pach ede as ; “| cv and for papery Lea 8 ae . system, of records contains informatio: 
yy a\r . {System locations A ee under appeal on eacion, pro | “about them should direct their inquirie 

ip Central Intelligence Agency ar eae '-documentation for ref 1 to other Feds “for ia ta Jf : 
7. ~t-eral agencies*for their review pursuant |. on a ay te ri . 
; _ |Washington, D.C. 20805, .- -;:."~ | to Executive Order 11652, and the Third | *pfonmivon snd Perey Wachingtas, DC 
ae Categories of Individuals covered by the ‘Agency Rule; and, 9s,a source of in~):” ee ee Bc 
1 | systems © sn ee Ps formation for compiling reports reqt LT: nae sae ag ia Loh me eat 
fav qo Individuals who make requests to CTA |. -PY the Acts. te Shee ra tetig Fh Pa atari requirements are speci 
, 4 - under provistons of the Privacy Act, the.- Policies and practices for storing, retriev- Pon a CIA rules published in th 
. {Freedom of Information Act, and Execu<|.. - ing, accessing, retaining, and dispos-| ERAL Reorsres (32 CFR 1901.13). In. 
a '- |tive Order 11652, 2 °F SILL; |=". ing of records in the system: | | dividuals must comply with these rules 
Categories of records inthe system: Storages® 22 ts Sonat #t Recond accews procedures 0. o'+.., 
ee ‘Files contain all correspondence ‘and |°- Paper. electronic index and log. . : sigees from individuals should bi 
other documents related to the receipt. . Retrievahility: ~“-.-- wy. ez ltt papeorte moe rays in the notifica, 

Processing, and final disposition of re- By name, case number. 7 : cI m above.. oa “Ete 

Secclag received by the Agency for. fe tet oe Peers 3 Contesting record procedures: 7°. 77; 

ormution under the Privacy Act, the “Safeguards: = _- .; SOE Day *Fe'| he Central Intelli So ee 
Freedom Pyeetsl -- Se han carabination : gence Agency's reg: 
Oo 4s tive Order 11652 Hoe eh, BAe RESeN  E pet tes ate stored in combination ’. ulations for access to individual records 


Authority for maintenance of the systerné 
Privacy Act of 1974—-Public Law 93+ pasie~ . 
879; Freedom of Information Act of ~ ; 


1974, as Amended: and, Executive Order ' 
11652. *~ 2 ‘le 


_ and the purpose of such usesz 


- for activation. 


a aaa 2 a ee =. ao 

~  “ABoréved FérReléise rom the date of last entry, Penedont | Record source categories: 
. “Approved For:Relédse 2092msse9attom APS guatiBo nt “to” 

Routine wses of records maintained In Ma stroyed after two years, an ED G07 00 meses Tecelved pursuant “to the 

system, including categories of users | requests are destroyed after five years. 

2 ' “Records are destroyed by burning. | 


Retention and 


lock safes: automatic data processing for disputing the contents thereof, anc 


index and log files need coded identifier 
‘Access on need to Know, for appealing an initial determination by 


: CIA concerning access to or correctior 

are cya: 2.%.4..°.' of: records, are promulgated-in the CLA 
rules section of the FeprraL REGISTER, 

y 


Qe oc 


| Privacy Act, the Freedom of Informatior 
| Act and Executive Order 11652. * 


i . a * 
ttf eee ee, Oe ee ie ee eee A ee 8 


“[gentification requiremenApproved if: ldasét 
published in ihe Federal Register G2CFR iSOCHR. In séi2 $3 inust 
comply with these rules. 

Record access procedures; Request from individuals should be ad- 
dressed as indicated in the notification section above. 

Contesting record procedures: The Ceatral Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents taerzof. and for appealing an initial determination by CIA 
conceming access: to or correction of records, are promulgated in 
the CLA miles section of the Federal Register. 
Record source categories: Individuals. 
cila--3 
System name: Polygraph Files, 

System location: 

Central Inzrelligence Agency 
Washington, D.C. 20503. 

Cuteyories of individuals covered by the system: Applicants for 
employment, employees, and certain individuals considered for as- 
signment to the Agency. 

Categories of records in the system: Polygraph report, charts, and 
notes. . : 

Authority for maintenance of the system: National Security Act of 
1937, as Amended—Public Law 80-253. 

Central Intelligence Agency Act of 1949, as Amended—Public 
La= 81-110. i 

Exscutive Order 10450. 

Routine uses of records maintained in the system, including catego- 
rizs of users und the purposes of such uses: Used by the Office of 
Security to make determinations of security eligibility for employ- 
ment pursuant to Executive Order 10450. 


Policies and practices for storing, retrieving, accessing, retaining, _ 


and disposing of records in the system: 

Storage: Paper and tape cassettes. 

Retrievability: By name- 

Safeguards: Files are maintained in a vault; access is permitted 
only while in the custody of polygraph staff members. 
Retention and disposal: Indefinite. Records are 

buraing when they become inactive. 

System manager(s) and address: 

Director, Office of Security . 
Ceatral Intelligence Aveacy 
Washington, D.C. 20505. 

Notification procedure: Individuals seeking to lean if this system 
of records contains information about them should direct their 
inquiries to: 

Prevacy Act 
eniel Intelugence 
Wa hingion, D.C. 20505. . 

Identification requirements are specified in the CIA rules 
published in the Federal Register G2CFR 1901.13). Individuals must 
comoly with these mules. 


destroyed by 


éordinabé 
gency 


Record access procedures; Request fram individuals should be ad- 3 


cessed a5 indicated in the notification section above. 


regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CLA 
concerning access to or correction of records, are promulgated in 
the CIA mules section of the Federal Register. F 

Record source categories: The source of all information obtained 
is from the polygraph interviews. 

Systems exempted from certain provisions of the act: Pursuant to 
authority granted in Section (j) of the Act (5 U.S.C, 532a(j)), the 
Thrector of Central Intelligence has determined to exempt poly- 

records from all sections of the Act except 552a (b), (c)(1) 
aad (2), (e)(1). (e)(4) (A) through (F), (e(5), (6), M7), (9), (10), and 
(11), and (i). These records are exempted to prevent access, ac- 
couatabiity, and judicial review of records which intimately reveal 
an Ageacy security method. 

cla—24 
System name: Supplemental Personnel (Soft) Files. 
System Incation: 


Central Intelligence Agency 
Washington, D.C. 20505, 


‘ 


ow 


paper. 


etal a Fok in Se ee 


i 09, Seared 


Contesting record procedures: The Central Intelligence Agency’s ~ 


Upon intra-Agency transfer, 
| component personnel office. 
Agency , 
Official Personnel Folder to Office of © 
Personnel; maintain remaining file 6 months 
and destroy. Destruction is by pulping for 


iA} F t : Current or former 
sual) PU ADOTARAGA Bononnet n= 

Categories of records ia the system: Memorands of discussions, 
working copies of personnel and contract actions including 
procedural checklists, performance appraisals, travel and shipping 
orders. Information conceming conduct, training, special qualifica- 
tions or restrictions, dependency and residence, emergency notifi- 
cations, biographic data, Letters of Instruction. Also, cables and 
dispatches of administrative and operational significance, and 
photographs. 

Authority for maintenance of the system: National Security Act of 
1947, as Amended—FPublic Law 80-253. 

Central Intelligence Agency Act of 1949, as Amended—Public 
Law 81-110. 

Section 506&a), 
3101). 

Routine uses of records maintained in the system, including cotezn- 
ries of users und the purposes of such uses: Used as a supprement to 
the official personnel folders by authorized operating officials to 
facilitate and expedite processing or procedural requirements and 
transactions of employees. © : : 

Serves as a management tool for administrative and operating of- 
ficials for purposes of employee assignment, promotion, and career 
development considerations and determinations. 

To refer or provide information in response to or by direction of 
a court order, or where there is an indication of a violation or 
potential violation of law whether civil, criminal, or regulatory in: 
nature, to the appropriate agency charged with the responsibility of 
investigating or prosecuting such violation or charged with enforc- 
ing or implementing a statute or Jaw, regulation or order issued pur- 
suant thereto. ' , : 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: : eer, 

Storage: Paper, AND MAGNETS DISC, : Ae 

Retrievahility: By name, oF FICE 

Sateguards: Files are maintained in vaulted areas or approved. .--” 
metal filing cabinets; file release is on a controlled-loan basis to 


Federal Records Act of 1950 (44 ULS.C., Section 


thorized officials Wasted TO IN ERM ATION of MA FN ETIC pise ww ON 
yaks ED AES os On Ne. SiS USIM > CesITROUGED PASSED (DE 
. etention and disposal: Retandeeon ears Spimnltate 


= Agency when material of soft file is.reviewed to dete 


any duplicate ‘xecérds which arccontained in the 
nélfolder, and j i 
a 


lnFot 
yetemn managers) aud audee - 
Chief, DDI #henagement-Staff Anu wisTRarive SrarF 
’ Central Intelligence Agency Bi. oS tt ee 
Washington, D.C, 20505. WE te 68 i. ee 
Notification procedure: Individuals seeking to learn ‘if this system. — 
of records contains information about them. should direct their 


inquiries to:__- 
entral Intelligence Agency 
Washington, D.C. 20505. ; a 

Identification requirements are specified in the CIA rules 
published in the Federal Register (32CFR 1901.13). Individuals must 
comply with these rules. : 

Record access procedures: Request from individuals should be ad-— 
dressed as indicated in the notification section above, ; 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
conceming access to or correction of records, are promulgated in 
the CLA rules section of the Federal Register, : 


Record source categories: Employee. 


Career Service Panel. 
Agency officials. =~ 


CIA-—25 
System name: Supplemental Personnel! (Soft) Files. - 
System location: F : : ; 
Central Intelligence Agency 
Washington, D.C. 20305. : ea 
Categories of individuals covered by the system: Current or former 
staff or contract employees and detailed military personnel. 


23-974 


transfer file to gaining 
Upon separation from - 
transfer material for inclusion in 


Magnetic discs are erased..upon——- a 


completion of reassignment. oe a rr 


AvP END DATE ae PESIGFUMEM = 


mt ae am ee ne nt 


eee cent pt ee ateenigaate oe semen 
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Categories of records in the system: Memoranda of discussions, 
working copies of personnel and contract actions including 


procedural checklists verformance' aporaisals, travel and shipping — 


orders. Information concerning conduct, training, special qualifica- 
Eons or restricuions, dependency and residence, emergency notifi- 
cations, biographic data, Letters of Instruction. Also, cables and 
ispatches of administrative and operational significance, and. 
photographs. : 

Authority for maintenance of the system: National Security Act of 
1957, as Amended—Public Law $0-253. 

Central Intelligence Agency Act of 1949, as Amended—Public 
Law 81-110. 

Section 504(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). : 


Routine uses of records ovaintained in the system, Including catego- 
rics of users and the purposes of such uses: Used a5 a supplement to 
the official personnel folders by authorized operating officials to 
facilitate and expedite processing or procedural requirements and 
transactions of employees. . 

Serves as a management tool for administrative and operating of- 
ficials for purposes of employee assignment, promotion, and career 
Cevsiegment considerations and determinations. 

‘(x refer or provide information in response to or by direction of 
@ vourt order, or where there is an indication of a violation or 
peiential violation of law whether civil, criminal, or regulatory in 
rature, to the appropriate agency charged with the responsibility of 
investigating or prosecuting such violation or charged with enforc- 
ing or implementing a statute or law, regulation or order issued pur- 
suant thereto. 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 

Storage: Papec and magnetic media. 

Retrievability: By name. : 

Safeguards: Files are maintained in vaulted areas or approved 
metal filing cabinets; file release is on a controlled-loan basis to 
authorized officials. 

Retention and disposal: Retained one year after separation from 
the Agzacy when material of soft file is reviewed to determine and 
destroy any duplicate records which are contained in the official 
personnel folder, and ensure filing of material in operational files, 
25 appropriate. : : ‘ 

System masager(s) and address: 

Chief, Personnel Officer, DDS&T 
Central Intelligence Agency 
Washington, D.C. 20505. 

Notification procedure: Individuals seeking to lear if this systern 
of cecords contains information about them should direct their 
nguiries to: ‘ 

ms * ~ 
Tmvae anatgr 
entral intelligence gency 
Washington, D.C. 20/505. ‘ 

Identification requirements are specified in the CIA rules 
published in the Federal Register 32CFR 1901.13). Individuals must 
comply with these mules. 

Record access procedures: Request from individuals should be ad- 

res$ed as indicated in the notification section above, 

Contesting record procedures: The Central Intelligence Agency's 
regulations for 2ccess to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CLA 
conceming access to or correction of. records, are promulgated in 


the CLA roles section of the Federal Register. 


Record source categories: Eraployee. 
Career Service Panel. 
Agency officials. 
é ClA—276 
Systern name: Supplemental Personnet (Soft) Files. 
System location: ; 
Ceniral Intelligence Agency 
Weshinaton, D.C. 20505. 
Categories of individuals covered by the system: Current or former 
staff or contract employes and detailed military personnel. 


Categories of recurda In the system: Memoranda of discussions, 
workiag copies of personnel and contract actions including 
procedural checklists, performance appraisals, travel and shipping 


Information and Privacy Coordinator 


eet Se ee 


orders. Information concerning conduct, training, special qualifica- 


419 


tions or restrictions, dependency and residence, emergency notifi- : 


cations, biographic data, Letters of Instruction. Also, cables and 
dispatches of administrative and operational significance, and 
photographs. 

Authority for maintenance of the system: National Security Act of 
1947, as Amended—Public Law 80-253. 

Centra} Intelligence Agency Act of 1949, as Amended—Public. 
Law 81-110. ‘ 

Section $06(a), Federal 
3101). 

Routine uses of records maintained in the system, including catezo- 
ries of nsers and the purposes of such uses: Used as a supplement to 
the official personnel folders by authorized operating officials lo 
facilitate and expedite processing or procedural requirements and 
transactions of employees. 

Serves as 4 management tool for administrative and operating of- 
ficials for purposes of employee assignment, promotion, and career 
development considerations and determinations. 

To refer or provide information in response to or by direction of 
a court order, or where there is an indication of a violation or 
potential violation of law whether civil, criminal, or regulatory in. 
nature, to the appropriate agency charged with the responsibility of 
investigating or prosecuting such violation or charged with enforc- 
ing or implementing a statute or law, regulation or order issued pur- 
suant thereto. ‘ : 


Records Act of 1950 (44 U.S.C., Section 


Policies and practices for storing, retrieving, accessing, retaining, . [- 


and disposing of records in the system: 
Storage: Paper and magnetic media. 
Retrievahility: By name. 
Safeguards: 

tnetal filing cabinets; 

authorized officials. 


file release is on a controlled-loan basis to- 


Retention and disposal: Retained one year after separation from : 


the Agency when material of soft file is reviewed to determine and 
destroy any duplicate records which are contained in the official 
personnel folder, and ensure 


aS appropriate. a 


Files are muintained in vaulted areas or approved - 


filing of material in operational files, 


System manager(s) and address Ds ar ree i ae 


Career Management Officer/DDA 
Central Intelligence Agency 
Washington, D.C. 20505. 


entral Intelligence Agency 
Washington, D.C. 20505. ; can ; 
Identification requirements are specified in the CIA rules 
published in the Federal Register (32CFR 1901.13). Individuals must 
comply with these rules. 


dressed as indicated in the notification section above, 


regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 


the CIA rules section of the Federal Register. 
Record source categories: Employee. 
Career Service Panel... ; 
Agency officials. ; 
CIA-~27 
System name: Supplemental Personnel (Soft) Files. 
System location: ae : 
Central Intelligence Agency 
Washington, D.C. 20505. ; 
Categories of individuals covered by the system: Current or former 
staff or contract employees and detailed military personnel. 
Categories of records in the system: Memoranda of discussions, 
working copies of personnel and contract actions inchiding 
procedural checklists, performance appraisals, travel and shipping 
orders. Information concerning conduct, training, speciat qualifica- 
tions or restrictions, dependency and residence, emergency notifi- 
cations, biographic data, Letters of Instruction. Also, cables and 


_ Approved For Release 2002/05/09 : CIA-RDP86-00895R000100140004-5:. 


Record secess procedures: Request from individuals should be ad~ 


Contesting record procedures: The Central Intelligence Agency's 


concerning access to or correction, of records, are promulgated in 


oe ane a ee en el 


Fa 


420 


dispatches of administrative and operational significance, and 
photographs. 
Authority for maintenance of the system: National Security Act of 
1937, as Amended—Public Law 80-253. 
Central Intelligence Agency Act of 1949, as Amended—Public 
Law $1-110. 
Section 504(a), Federal Records Act of 1950 (44 U.S.C., Section 
101). 


Routioe uses of records maintained in the system, including catego- 


ries of overs ond the purposes of such uses: Used as a supplement to 
the :iftcial personnel folders by authorized operating officials to 


facuitats and expedite processing or procedural requirements and 
Transasiiwens of employees. 

_ Serves a3 a managemeat tool for administrative and operating of- 
ficiais for purposes of employee assignment, promotion, and career 
devzlopment considerations and determinations. 

To refer or provide information in response to or by direction of 
a court order, OF where there is an indication of a violation or 
potential vivlation of Jaw whether civil, criminal, or regutatory in 
nature. to the appropriate agency charged with the responsibility of 
investigating OF prosecuting such violation or charged with enforc- 
iaz or implementing a statute or law, regulation or order issued pur- 
guant thereto. : 

_ Policies and practices for storing, retrieving, accessing, retaining, 

and disposing of records in the system: 

torage: Paper. 

Retrievability: By name. ; 

Safeguards: Files are maintained in vaulted areas or approved 
metal filing cabinets; file release is on a controlled-loan basis to 
authorized officials. 

etention and di: : 
the Agency when matenal of soft file is 
destroy any iplicate records whic 
personnel fotdbx, and ensure filing of mat 
_\2S appropnate. 
System managzer(s) and nddress: 


after separation from 
iewed to determine and 
e\contained in the official 
jal in operational files, 


Chief, Services Staff, DDO Corser. Mawager ewr SIAFF, DDO. 


Central Intelligence Agency. 
Washington, D.C. 20505. ts 
Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inquiries (0: 


: éltigente 
Washington, D.C. 20503. : 

Itentification requirements are specified in the CIA rules 
puttished in the Federal Register G2CFR 1901.13). Individuals rust 
comely with these niles, 

Revord access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of recorls, are promulgated in 
the CIA mules section of the Federal Register. 

Record source categories: Employee. 

Career Service Panel. 

Agency officials, ~ 

CIA—~-23 
System name: Supplemental Personnel (Soft) Files. 
System location: * 
Central Intelligence Agency 
Washington, D.C. 20505. 

Categories of individuals covered by the system: Current or former 
staff or contract employees and detailed mihtary personnal. 

Categories of records Jn the system: Memoranda of discussions, 
working copies of personae! and contract actions including 
procedural checklists, performance appraisals, travel and shipping 
orters. Information concerning conduct, training, special qualilica- 
teas or restrictions, depenJtency and residence, emergency notifi- 
cations, biographic data, Letters of Instruction. Also, cables and 
dispatches of administrative and operational significance, and 
photographs. 

Authority for maintenance of the system; National Security Act of 
1947, as Amended—Pul'lic Law 80-253. 


—7 


component personnel office. 


After intra-Agency transfer, resignation, or retirement, 
screen folder immediately transferring items that should 


Agency, maintain in Division for 
material for inclusion in Official Personnel Folder 

to Office of Personnel; hold remaining file 6 months and 
destroy. Destruction is by pulping. — 
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Central Intelligence Agency Act of 1949, as Amended—Public 
Law 81-110. 

Section $06(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such tses: sed as a supplement to 
the official personnel folders by authorized operating officials to 
facilitate and expedite processing or procedural requirements and 
transactions of employees. 

Serves as a management tool for administrative and operating of- 
ficials for purposes of employee assignment, promotion, and career - 
develonment considerations and determinations. 

To refer or provide information in response to or by direction of 
a court order, or where there is an indication of a violation or 
potential violation of law whether civil, criminal, or reguistory in 
nature, to the appropriate agency charged with the responsibility of 
investigating or prosecuting such violation or charged with enforc- 
ing or implementing a statute or law, regulation or order issued pur- 
suant thereto. 


Policies and practices for storing, retrieving, accessing, retaining, 


and disposing of records in the system: 

Storage: Paper. 

Retrievability: By name. : ; 

Safeguards: Files are maintained in vaulted areas or approved 
metal filing cabinets; file release is on a controlled-loan basis to 
authorized officials. 

Retention and disposal:/ Retained one year after separation from 
the Agency when material of Soft file is reviewed tdxdgtermine and 
destroy an}uplicate records/which are contained ir the official 
personnel Aotder, and ensure/filing of material in rational files, 
as appropriate. : 

System manager(s) and address: ; 

Administrative Officer, Office of the DCT 
Central Intelligence Agency .. 
Washington, D.C. 20505. ey. ve : . 

Notification procedure: Individuals seeking to learn if this system 
of records contains information 
inquiries to: : 


Slligence Ag 
Washington, D.C. 20505. . 


published in the Federal Register (32CFR 1901.13). Individuals must 
comply with these rules. Hts , 


Record access procedures: Request from individuals should beads. 


dressed as indicated in the notification section above. 

_ Contesting record procedures; The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 


conceming access to or correction of records, are promulgated in - 


the CIA rules section of the Federal Register. 
Record source categories: Employee. 
Career Service Panel. Boo 
Agency officials. eat 

CIA—29 

System name: Manpower Control System. 
System location: ; . 


Central Intelligence Agency 
- Washington, D.C. 20505. 


Categories of individuals covered 


detail to tue Agency. 
Contract employees since January 1969. 


Applicants in process for employment for whom clearance hus ae 


been requested. ; 
Recipients of Agency awards. . . 
Participants, and beneficiaries designated 


Identification requirements are specified in the CIA rules — 


about them should direct their . 


dt by the system: Current and. 
former Agency personnel and military or civilian petsonnel on ~ 


2 by deceased employees © 
_who were participants, in the Agency’s retirement system and 
Voluntary Investment Plan. : : 


Categories of records in the system: Data on employment history, 


fitness reports, qualifications and skills, insurance and medical 
benefits, retirement status, babel tet Investment Plan accounts, 
emergency designees, home and work addresses, Agency awards, 


military reserve data, cases in process for employment, ceilings, © 


position and staffing patterns. _ 


“974. 


Upon intra-Agency transfer, transfer file to gaining | 
Upon separation from the 


2 years then transfer 


— x be filed in the Official Personnel file, operational 


items to appropriate operating files, and process the 
remaining material as follows: 
forward file to gaining office; retirement from Agency-- 


hold retirement cases 18 months and destroy; and, 
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2 J... and destroy. 


Intra-Agency transfer-- 


Authority for maintenance of the system: National Security Act of 
1927, 25 Amended—Public Law 80-233. 

Central Intelligence Agency Act of 1949, as Amended—Public 
Law 81-110. 

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section 
310h. 

_ Canyal Intelligence Agency Retirement Act of 1964 for Certain 
Emme. ces, o+ Amended—Public Law 83-643. 

Routine uses of records maintained in the system, including catego- 
res of users and the purposes of such uses: To provide statistical re- 
ports for CLA management on strength, distribution and utilization 
Of cRaupower. average grades and salaries, minorities, projected 
retvements, ovofiles of Agency skills and qualifications, compara- 
tvs mates on promotions, separations, new employees, reasons for 
separations, 

To provide rosters and statistics for heads of Career Services to 
assist them in administering their career development and evalua- 
fon programs, including promotion rates and headroom, fitness re- 
port ratings, qualifications, changes in their Career Services. 

To provide staffing patterns, grade and salary data for office 

zads required for staffing and budget projections. 

Ty provide salary, leave, benefits and entitlements for the payroll 
system. . 

To provide rosters and statistics for components within the Of- 
fice of Personnel responsible for administering recruitment, 
hospitalization, insurance, retirement, and Volunteer Investment 
Programs. 

To provide records of employees entering on duty and employee 
separations and current status tapes or rosters to Ageacy com- 
ponents of concem. 

To provide statements of accounts to- employees. ~ 


Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: é 

Storage: Magnetic tape and disk. 

Retrievability: By name, employee number, organization code, 
_ soctal security number, or position number, 

Safeguards: Tapes and disks are maintained in a special room ina 
vzulted area with access only by special badge. All tapes are under 
control of a tape librarian. Each tape has a ‘'security”’ profile 
which the requester of the tape must match. All requests for recur- 
ring of special reports must be approved by the Chief of the 
Statistical Reporting Branch or his authorized designee. Data is 
relzased only as related to personnel under the requester's direct 
siipervision and control or to individuals responsible for administer- 
izz a particular Agency program. On-line query to the system is 
Lenited to personnel responsible for the maintenance, update, and 


tatistical Reporting Branch by controlled password, . 
Retention and disposal: Permanent retention of subsystems cur- 
rently ia operation. When system is fully operational, a recor 
schedule, including disposal, will be implemented. : : 
System manager(s) and address: 
Director, Office of Personnel 
Central Intelligence Apency 
Washington, D.C. 20505. 
Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inquiries f0: _§$——=-—.,, 


Centfal Tatelliigence Agency 


Washington, D.C. 20595. 
Identification requirements are specified in the CIA rules 
published in the Federal Register G2CFR 190113). Individuals must 
comply with these rules. 


Record access procedures: Request from individuals should be ad- _ 


dressed as indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents therzof, and for appealing an jnitial determination by CIA 
concerning 2ccess to or correction of records, are promulgated in 
the CLA rules section of the Faderal Register. 

Record source categories: Applicants, employees and parent 
Federal ageacy of detailce. 


c1A—30 
System name: Applivant Files. 
System Tucation: 


[information and Privacy Coordi 
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reparation of input data to the system and to employees in the — 


421 


Central Intelligence Agcacy 
Washington, D.C. 20505. : 

Categories of individuals covered by the system: Persons who 
apply for employment with CIA. 

Categories of records in the system: Personal, medical and em- 
ployment history statements, educational transcripts, personal 
references, interview reports, test resulls, correspondence, photo- 
graphs, review comments, and processing records, 

Authority for maintenance of the system: Central Intelligence’ 
Agency Act of 1949, as Amended—Public Law 81-ll0. 

Section 506(a), Federal Records Act of 1950 (44 US.C., Section 
3101). 

National Security Act of 1947, As Amended—Public Law 80-253. 

Routine uses of records maintained in the system, including cateyd- 
ries of users and the purposes of such uses: Used to review apoli- 
cant's qualifications for CIA position; for security background in- 
vestigation; and for medical screening for determination by 
authorized Agency official to offer employment. 

A record from this system of records may be disclosed as a 
“routine use’’ to a Federal, state or local agency maintaining civil, 
criminal or other relevant enforcement information or other per- 
tinent information, such as current licenses, if necessary to obtain - 
information relevant to an Agency decision conceming the hiring or 
retention of an employee, the issuance of a security clearance, the 
letting of a contract, or the issuance of a license, grant or other 
benfit. : 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records ia the system: . : 

Storage: Paper emdunicrofitm:———-———— 

Retrievability: By name. — ; 

Safesuards: Approved containers or 
use—controlled loans to authorized officials. 

Retention and disposal: Applicant files placed in process for em- 
ployment but subsequently cancelled are retained up to two years 
and destroyed by burning. Files-on applicants who may be of in- - ~ 
terest at a jater date are retained indefinitely. = 

System manager(s) and address: 

Director, Office of Personnel 
Central Intelligence Agency 
Washington, D.C. 20505. 

Notification procedure: Individuals seeking to leam if this system 
of records contains information about them should direct their 
inquiries to; | ; ag . 

Central Intelltgence 4 
Washington, D.C. 20505. ; 

Identification requirements are specified in the CIA rules . 
published in the Federal Register (32CFR 1901.13). Tadividuals must 
comply with these rules. : ; . 

Record access procedures: Request from i 
dressed as indicated in the notification section above. 


area when not in 


regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in - 
the CIA miles section of the Federal Register. ; : 
Record source categories: Applicant. 
Educational institutions. 
Physicians. 
Letters of Reference. 
Agency officials. 
Federal agencies. . 
CIA—31 a 
System name: Current Employees and Former Employees (official 
Personnet files and records related thereto). ; 
System location: . CW 
Central Intelligence Agency 
Washington, D.C. 20505. oe, 
Categories of individuals covered by the systent: Current or former 
staff or contract employees and detailed military and civilian per- . 
sonnel, and current and former members of Advisory Groups. 
Categories of records in the system: Personal and employment his- 
tory statements, personnel actions, fitness reports, commendations, 


ome Pe x . é oe 


ndividuals should be ad- | 


Contesting record procedures: The Central Intelligence Agency's © A 
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biographic profile. retirement status, training, emergency/casualty 
cases, awards, travel arrangements, medical and insurance claims, 
correspondence, qualification registers, photographs, and informa- 
tion relating to the suitability and fitness of the individual, com- 
taints and erievunces, external employment assistance, Voluntary 
pyestment Pluns, financial and educational assistance, recreation 
programs, exit processing, United Givers and Savings Bond, blood 
donors. 
Authority for maintenance of the system: National Security Act of 
1937, 25 Amended—Public Law 80-253. 
Central Intelligence Agency Act of 1949, as Amended—Public 
Law 51-119. 
Central Inteliigence Agency Retirement Act of 1964 for Certain 
Employees, as Amenved—Public Law 33-643. 
Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). ; 


, . a 
Routine nses of records maintained in the system, including catego- 


ries of users and the purpeses of such uses: To administer personnel 
asaignmenis, performance evaluations, promotions, adverse ac- 

tions, counseling, retirement determinations of qualifications, 
separations, medical or insurance claims, statistical reports, and 
otherwise makes decisions on the rights, benefits or entitlernents, 
and yllizations of individuals. 

_ ‘To prepare transcripts in response to a request from another 
government agency relative to employment considerations by that 
agency. Employment and credit verifications. To update the Agen- 
cy Qualifications Record System. To refer or provide information 
in response to or by direction of court order or where there is an 
indication of a violation or potential violation of law whether civil, 
criminal, or regulatory in nature to the appropriate agency charged 
with the responsibility of investigating or prosecuting such violation 
ox charged with enforcing or implementing the statute or rule, regu- 
lation, or order issued pursuant thereto. 

To provide a data source for production of summary descriptive 
statisucs and analytical studies in support of the function for which 


the records are collected and maintained, or for related personnel — 


management functions or manpower studies; or to locate specific 
individuals for personnel research or other personnel management 
functions. : 
To respond to inquiries from attorneys and imsurance 
relative to litigation of an accident claim. 
A record from this system of records may be disclosed as a 

“rontine use’” to a Federal, state or Jocal agency maintaining civil, 
. criminal ot other relevant enforcement information or other per- 

tinent information, such as current licenses, if necessary to obtain 
information relevant to an Agency decision concerning the hiring or 
retention of an employec, the issuance of a security clearance, the 
letting of a contract, or the issuance of a license, grant or other 
benefit. ey 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the systern: : 

Storage: Paper and microfilm. 

Retrievability: By name. 

Safeguards: Files are maiotained in vaulted areas or approved 
metal filing cabinets; file release is on a controlled-loan basis to 
authorized officials. 

Retention and disposal: Agency portion of the official file is 
destroyed by burning 75 years after birth of employee or 60 years 
after date of earliest document. 

System managet(s) and address: 

Director, Office of Personnel 
Central Intelligence Agency 
Washington, D.C. 20305. 

Notification procedure: Individuals seeking to learn if this system 
of records contains iaformation about them should direct their 
Inquiges to: . 


companies 


Act mator 
entral Intetilpence Agency 
Washington, D.C. 20503. 
Wentification requirements are specified in the CIA miles 
published io the Federal Kegister G2CFR 1901.13). Individuals must 
comply with these niles. 

Record access procecdsres: Request from individuals should be ad- 
dressed as indicated in the notification section above. 

Contesting record ysocedures: The Central Intelligence Agency's 
regulations for access £9 individual records, for disputing the con- 


Records are destroyed by pulping 75 years after birth | 
of individual or 6 


document. 


PRIVACY ACT ISSUANCES 


09 : CIA-RDP86-0 


sot 00100140004-5 
ed | 


tents thereof, and for appealing an initial determination by CIA | 
concerning access to or correction of records, are promulgated in 
the CIA miles section of the Federal Register. 

Record source categories: Other government agencies. 

Educational institutions. 

Employee. 

Agency officials. 

CIA--32 
System name: Consultant and Independent Contractor Records. 
System location: . 
Central Intelligence Agency 
Washington, D.C. 20505. 

Categories of individuals covered by the system: Consultants and 
independent contractors who are generally self-employed and who | 
are engaged under contract to provide technical, management and 
scientific advice and services to the Agency. 

Categories of records in the system: Performance evaluations, ad- 
ministrative documents on compensation and benefit commitments, . 
termination agreements and correspondence, biographic data, ap- . 
pointment or contract data. : 

Authority for maintenance of the system: 
1947, as Amended—Public Law 80-253. ; 

Central Intelligence Agency Act of 1949, as Amended—Public’ 


. Law 81-110. 
Federal Records Act of 1950 (44 U.S.C., Section. 


National Security Act of 


Section 506(a), 
3101). 
Routine uses of records maintained in the systema, including catego- 
ries of users and the purposes of such uses: To administer contrac- 
tual provisions—benefits, compensation, transportation, termina- 
tion; performance evaluation, references, and to otherwise make 
decisions on the rights, benefits or entitlements and utilizations of 
the individual. ; 
As a source for managerial statistical and analytical studies, and 
other related personnel management functions oz manpower stu- 
dies. ; : ones "oe 
A record from this system of records may be disclosed as a 
“routine use’’ to a Federal, state or local agency maintaining civil, © - 
criminal or other relevant enforcement information. or other per- 
tinent information, such as current licenses, if necessary to obtain 
information relevant to an Agency decision concerning the hiring or — 
retention of an employee, the issuance of a security clearance, the 
letting of a contract, or the issuance of a license, grant or other 
benefit. : in Oe: 
Policies and practices for storing, retrieving, accessing, 
and disposing of records in the system: 
Storage: Paper and microfilm. - 
Retrievability: By name. . : : : ; 
Sateguards: Files are maintained in vaulted areas or approved 
metal filing cabinets; file release is on a controlled-loan basis to 
authorized officials, maintairied during active employment and — 
retained after separation in accordance with established record 
disposal schedules. : ae : 
Retention and disposal: 
ystem manager(s) and address: 
Director, Office of Personnel 
Central Intelligence Agency | 
Washington, D.C. 20505. 
Notification procedure: Individuals see 
. of records contains information about the 
inquiries to: 


retaining, 


etathed foy/75 y#ars and then estroy¢d 


king to lean if this system 
m should direct their - 


‘as * 
entral Intelligence Agency 


Washington, D.C. 20505. : a a 
_ Identification requirements are ‘specified in the CIA rules - 
published in the Federal Register (32CFR 1901.13). Individuals must.” 
comply with these rules. 
Record access procedures: Request from individuals should be ad- . . 
dressed as indicated in the notification section above. —s 
Contesting record procedures: The Central Intelligence Agency"s ’ 
regulations for access to individual records, for disputing the can- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CIA mules section of the Federal Register. - 
Record source categories: Individual. 


O years after date of earliest 
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: cIA—33 
System name; Prospective Contributors for the Collection of 

Foreign Intelligence. 

System location: 

Central Intelligence Agency 

’ Washington, D.C. 20503. 

Categories of individuals covered by the system: Individuals who 
nen indicate a willingness to contribute to Foreign Intel- 

gence. - 

Categories of records in the system: Psychological assessment 
data. 

Authority for maintenance of the system: National Security Act of 
1947. as Amended—Public Law 80-253. 

Central Intelligence Agency Act of 1949, as Amended—Public 
Law 81-110. | : 

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). ' 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: Agency officials use the 
psychological assessment data to assist them in reaching a decision 
conceming an affiliauon with the Agency. 

Policies and peactices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: ; 

Storage: Paper form, converted to microfilm after two years. 

Retrievability: By name. ; 

Saleguards: Files are stored in security approved containers. Ac- 
cess is on a need-to-know basis. 

Retention and disposal: Files are maintained for two years then 
microfilmed. Files are destroyed by burning after microfilming. 

System managerts) and address: 

Director, Office of Technical Service 

Central Intelligence Agency 

Washington, D.C. 20505. 

Notification procedure: Individuals seeking to learn if this system 
of records coatains infurmation about them should direct their 
inquiries to; : ; : 
ee 
gence Agency 

Washington, D.C. 20505. : 
Identification requirements are specified in the CIA niles 
publisoed in the Federal Register (32CFR 1901.13). Individuals must 
comply with these rules. z 
_ _ Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notificatiun section above. 

Contesting record procedures: The Central Intelligence Agency's 

’ ragutations for access to individual records, for disputing the ¢on- 
tents thereof, and for appealing an initial determination by CIA 
concersing access to or correction of records, are promulgated in 
the CLA rules section of the Federal Register. : 

Record source categories: Individuals and Agency officials. 

j CIA—H 
System name: Clinical and Psychiatne Files (Employees). 
System Tocation: ; 
Cenicit tntelligence Agency 
Washington, D.C. 20305. 

Categories of individuals covered by the system: CIA employees 
and their depeaodents; military and Federal civilian employees to 
CLA detailees and their dependents; and retired or separated em- 
pioyees and their dependents. 

Catezories ot records In the system: Contains alt physical examina- 
tions, laboratory data, X-rays, private physician reports, reports of 
on-the-jo injuries and illnesses; results of psychiatric screening 
znd testing: reports of psychiatric interviews, records of immuniza- 
tons, and velated medical material. 

Authority for maintenance of the system: National Security Act of 
1937, 2s Amended—Public Law 80-253. 

Central Intelligence Agency Act of 1219, as Amended—Public 
Law 81-110. : 

Section 504(a), Federal Records Act of 1950 (44 U.S.C., Section 
310}). 

Title 5, U_S.C., Section 790). 


228-974 


~ ; Information and Privacy Coordinator 


Routine uses of records maintained in the system, including catezo- 


Suc : ency personnel for 
év bibatatiddan is-for-duty, health 
maintenance and in reviewing applications for medical disability 
retirement. : 

By the Civil Service Commission in the cass of an employee 
under that system who applied for medical disability, 

By the Office of Workers’ Compensation Programs, Department 
of Labor, in the case of an employee who applies for its compensa- 
tion. , 

To provide information to Federal agencies for employces who 
are being assigned or detailed to those agencies. 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 

Storage: Files are maintained in paper form filed in an identifying 
jacket. Certain information—medical history, laboratory and assiyn- 
ment data~are contained on magnetic tape and punch cards. Prin- 
touts from the automated data processing are filed in the subject's 
medical file. ? 

Retrievability: Access is by a file identification number which is, 
in tun, cross referenced to a name. : 

Safeguards: Files are stored in vanlted main file room. During 
periods when files are undergoing active processing they are 
secured in locked safes. Unauthorized entry into the vaulted file . 
room is controlled via an alarm system. Access to computer infor- 
mation is controtled by limiting the number of medical personnel 
approved for such access by an identifying password. Access to the 
main vault file room, locked safes and the Agency Records Center 
is controlled by limiting the number of personnel authorized such 
access. ; 

Retention and disposal: Files are retained until such time as the 


employee retires or separates from the Agency—at which time, ° oe 
. they are retired to the Agency Records Center. To meet statutory 


requirements, they ace then. retained for a period of 75 years from 
date of birth. Destruction of records will be accomplished through 
burning. Magnetic tapes are degaussed. 
System manager(s) and address: 
Director, Office of Medical Services 
Central Intelligence Agency 
Washington, D.C. 20505. . 


Notification procedure: Individuals seeking to learn if this system 2° 7 


of records contains information about them should direct their - 


inquiries to: — 
Priv Act Coorttfeator> 
entral Intelligence Agency . 
Washington, D.C. 20505. ‘ : 
Identification Day pe ve are specified in the CIA rules 
published in the Federal Register G2CFR 1901.13). Individuals must 
comply with these rules. : ; 
Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. 


Contesting record procedures: The Central Intelligence Agency's - : 


regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CIA rules section of the Federal Register. : 
Record source categories: The individual supplies his/her medical 
history and additional information is developed through routine 
medical processing. ; : we 
Reports from: private physicians and/or medical facilities when 


permission is granted by the individual concerned. 


CIA--35 se 
System name: Clinical and Psychiatric Files (Applicants). 
System location: : Ae ; 
Central Intelligence Agency 
Washington, D.C. 20505. : te Pa : 
Categories of individuals covered by the system: Applicants for 
Agency Employment. : : ; 
Categories of records in the system: Contains all physical examina- 
tions, Faboratory data, X-rays, private physician reports, reports of 
previous on-the-job injuries and illnesses, results of psychiatric 
screening and testing, reports af psychiatric interviews, recarda of 
immunizations, and related medical material. 
Authority for maintenance of the system: National Security Act of 
1947, as Amended—Public Law §0-253. : : : 


‘Approved Fo 


Central Intelligence Agency Act of 1949, as Amended—~Public 
Law 81-110. 

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). 

Title 5, U.S.C., Section 7501. 

Routine uses of records maintained in the system, including catego- 
‘yies of users und the purposes of such uses: Used by Office of Medi- 
cal Services to evaluate the medical suitability of applicants for em- 
ployment. 

Policies und practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 

Storage: Paper and X-ray filr. 

Retrievability: By nance. 

Safeuuards: Files are stored in vaulted main file room. During 
periods when files are undergoing active processing they are 
secured in locked safes. Unauthorized entry into the vaulted file 
room is controlted by an alarm system, Access to computer infor- 
mation is controlled by limiting the number of medical personnel 
approved for such access by an identifying password. Access to the 
aain vault file room, locked safes and the Agency Record Center is 
controlled by limiting the number of personnel authorized such ac- 
cess. 

Retention and disposal: Successful applicant files are converted to 
employee files, Files are retained until such time as the employee 
retires or separates from the Agency—at which time, they are then 
retired to the Agency Record Center. To meet statutory require- 
ments, they are then retained Zor a period of 75 years from date of 
birth. Destruction of records 1s accomplished through burning. Ap- 
plicant files not processed are retained for a period of two years; 
records are then destroyed by buming. 

System manager(3) and address: 

Director, Office of Medical Services 


Central Intelligence Agency 
Washington, D.C. 20505. 


Notilication procedure: Individuals seeking to learn if this system 


” of records contains infurmation about them should direct their 


inquines to: 
TivacwAct Coontiator 
Central Inremhgznce Agency 
Washington, D.C. 20505. 

Identification requirements are specified in the CIA mules 
plibiished in the Federal Register G2CFR 1901.13). Individuals must 
comply with these rules. 

Record access procedures: Request from individuals should be ad- 

cessed as indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CIA rules section of the Federal Register. 

Record source categdries: The individual supplies his/her medical 


medical processing, Reports from private physicians and/or medical 
facilities when wnitten permission is granted by the individual con- 
cerned, 
’ CIA—36 
System name! Medical Facilities and Physicians. 
System location: 

Central Intelligence Azency 

Washington, D.C. 20305. 

Categories of individuals covered by the system: Lists of medical 
facilities and names of physicians in the Mctropolitian Washington 
area, : 

Categories of records in the system: Name, business address, and 
phone numbers of physicians and medical facilities. _ 

Authority for maintenance of the system: National Security Act of 
1947, as Amended—Public Law 80-253. 

Central Intelligence Agency Act of 1949, as Amended—Public 


Law 81-110. : 
Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section 
3 


101). : 
Title 5, U.S.C., Section 7901. 
Routine uses of recority maintained in the aaah including catego- 
ries of users and. the purpeses of such uses: To provide information 
_to employees upon re.iest for external medical referral. 


history and additional information is developed through routine ~ 
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Policies and practices storing, retrieving, accessing, retaining, 
and disposing of records in the system: : 
Storage: Paper. 
Retrievability: By name, facility, and medical specialty. 
Safeguards: Maintained in locked file cabinets. Access on a need- ~ 
to-know basis. 
Retention and disposal: Lists are continuously maintained. When 
updated, old lists are destroyed by burning. : 
System manager(s) and address: 
Director, Office of Medical Services 
Central Intelligence Agency 
Washington, D.C. 20505. : 
Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 


nte A 
Washington, D.C. 20505. 

Identification requirements are specified ia the CIA niles 
published in the Federal Register (32CFR 1901.13). Individuals must. 
comply with these rules. Request from individuals should be ad- 
dressed as indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency"s 
regulations for access to individual records, for disputing the con- 
lents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CLA miles section of the Federal Register. . aa 

Record source categories: Agency physicians and contract medical 
personnel. ; . 


CIA~—37 
System name: Psychological Test Data Files. 
System location: ~~? 


Central Intelligence Agency 
Washington, D.C. 20505. ag : 


Categories of individuals covered by the system: Applicants, CIA 


employees and dependents, detailees and dependents, retired or -. : = ie 


separated employees and dependents. 
Categories of records in the system: Resulis of psychological test-. ° 
ing and assessment reports. ; opt 
Authority for maintenance of the system: National Security Act of 
1947, as Amended—Public Law 80-253. - oe ; 
Central Intelligence Agency Act of 1949, as Amended—-Public 
Law 81-110. ‘ : : sp 
Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section. . 
3101). ae an ah e 
Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: In the case of cm-. 
ployees, dependents and detailees, to determine the individual's 
skills and aptitudes and suitability for a particular assignment or. .. 
training as distinct from his general suitability for employment 
(psychiatric screening). a 5 
Data developed to validate new tests and techniques as part of | 


’ on-going research efforts. 


To prepare reports which summarize test results and to assist 
Agency officials in selection of candidates for employment and 
career management planning for employees. 

Policies and practices for storing, retrieving, accessing, retaining, ~ ° 
and disposing of records in the system: . 

Storage: Paper, microfilm, magnetic tape and punch cards. — 

Retrievability: By name. ~~ Sa a ae 

Safeguards: Medical files are stored in vaulted main file room.’ . 
During periods when files are undergoing active processing they ate 
secured in locked safes. Access to computer information is con- .- 
trolled by limiting the number of medical personnel approved for 
such access by an identifying password. Access to the main vault 
file room, locked safes and the Agency Records Center is con- 
trolled by limiting the number of personnel authorized such access. ~ 


Retention and disposal: Files on employees, dependents and | _ 


detailees are retained in Headquarters until retirement or separation 
at which time they are retired to the Agency Records Center, 
where they are retained 30 years and then destroyed by thse 
Records Center by burning. Successful applicants’ files are treated 


the same as employees. Unsuccessful applicant files are retained ae 


for a period of five years and then destroyed by burning. 


Be 
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Sotion manger) and addaRproved Fo 


Director, Office of Medical Services 
Central Intelligence Agency 

Washington, D.C. 20505. 
Notification procedure: Individuals seeking to learn if this system 

of records contains information about them should direct their 
inquines jo, - 
7 ct Coordinator 

Tmieligence Agency 

roa, D.C. 20505. 

12 ativan requirements are specified in the CIA rules 
pubished ia tre Federal Register G2CFR 1901.13). Individuals must 

| eetply with these rules. 

Record uccess procedures: Request from individuals should be ad- 
dressed a5 indicated in the notification section above. 

Canteting record procedures: The Central Intelligence Agency's 
regitatiwas for access to individual records, for disputing the con- 
tenis thereof, and for apoesling an initial determination by CIA 
converting access to or correction of records, are promulgated in 
the CIA miles section of the Federal Register. 

Record source categories: The individual through the completion 
of 2 variety of psychological tests and interview sessions with 
Agency medical officers. 


ClA—38 
System name: Congressional Liaison Records. 

System location: 

Central Intelligence Agency 
Washington, D.C. 20503. 

Categories of individuals covered by the system: Matters of liaison 
with Congressional Oifices are filed in the name of the member of 
the Office involved. 

Categories of records in the system: Liaison record. 

. Correspondence file. : 

Newspaper and publication clippings. 

Authority for majotenance of the system: Section 506(a), Federal 
Records Act 1950 (44+ U.S.C, Section 3101). eo 


Routine uses of recordy maiutained in the system, including catego- 
ries of wsers and the purposes of such uses: Flandle requests from 
members and Committees. - 

Coordinate Agency position on proposed legislation. 

Prepare Agency position papers. 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: a 

Storage: Paper and magnetic media. . 

Retrievability: By the name of the Member of Congress. 

Safeguards: All records are stored in a combination lock safeyac- 
e235 13 restricted only to OLC personnel. 
Retention and dis 


yotem manager(s) aod address: 
_ Legislative Counsel 

Central Intelligence Azancy 

Washington, D.C. 20515. 

Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inquiries to: 

Os: 
Cehtral ToteMigence Azency 
Washington, D.C. 20505. a . 

YWentification requirements are specified in the CIA rules 
published in the Federal Register G2CFR 1901.13). Individuals must 
coxiply with these rules. 

Hecord access procedures: Request from individuals should be ad- 
dressed us indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access tu individual records, for disputing the con- 
tarts thereof, and for appealing an initial determination by CIA 
conceming access to or correction of records, are promulgated in 
the CLA rules section of the Federal Register. 

Record source cateporits: Agency officials. 


Information aud Privacy Coordinator 


wets oo 


transferred to Records Center, 


. into permanent records. 
_by pulping. ee 
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other Government agencies 


CIA—39 
System name: Publications About CIA. 

System location: 

Central Intelligence Agency 
Washington, D.C. 20505. : 

Categories of individuals covered by the system: Authors of publi- 
cation, CIA employees, and other individuals mentioned. in 
newspaper articles about CIA. : ; 

Categories of records in the system: Newspaper articles: 

By-lined articles mentioning CIA. 
Articles mentioning CIA. 

Correspondence concerning arrangements for press interviews 
with CIA officers. , 

Authority for maintenance of the system: Section 506(a), Federal 


Records Act 1950 (44 U.S.C., Section 3101). 


Routine uses of records maintained in the system, including catego~ 
ries of users and the purposes of such uses: Used by Agency officials 
researching articles onthe CTA, 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records'in the system: ; 

Storage: Paper. 

Retrievability: By name. 

Safeguards: Files are stored in a vaulted room, access upon 
Tequest on a need-to-know basis. 


Retention and disposal: File’ 


maint ‘for 
me are reviewed-afid destroys ming. 
ystem manager(s) and address: 


Assistant to the Director Fo& Pure AFFR RS 

Office of the Director j : 

Central Intelligence Agency 7 

Washington, D.C. 20505. om a . 

Notitication procedure: Individuals seeking to learn if this system - 
of records contains information about them should direct theic 
inquiries toz__ pee ES, ec cuee AN Gente Rae ania carey 

Premy Act CopMinator ) uae a 
‘ent tligente Agéncy 
Washington, D.C, 20505. BS ode : 

Identification requirements are specified in the CTA rules 
published in the Federal Register (32CFR 1901.13). Individuals must 
comply with these rules. 

Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency's . 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initiat determination by CIA 
concerning access to or correction of records, are promulgated in 
the CIA rules section of the Federal Register. 

Record source categories: Newspaper articles and correspondence. 

. CIA-—-40 ; 
System name: CIA Authors File. 
System location: oe ah & 
Central Intelligence Agency — 
Washington, D.C. 20505. 2 : fo Nast 

Categories of individuals covered by the system: CIA employees 
(current and past) who have published commercially. 

Categories of records in the system: Name of author and title and 
source of publication. se 

Authority for maintenance of the system: National Security Act of 
1947, as Amended-Public Law 80-253. nos 

Central Intelligence Agency Act of 1949, as Amended—Public © 
Law 81-110. 5 é : 

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section ~ 
3101). . ; a 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such vses; Used for author display 
exhibit in CLA Library. : : ‘ 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: “Os ; 

Storage: Manual card file. 

Retrievability: By name of author. 


974 


—_ 


Records for which OLC is office of record are permanent. 
Non-record or temporary items.are cut off annually, 
recalled after 5 years 
and sereened for selected files which are incorporated 
Residual material is destroyed 


ce er ee re tr es on tage nee rte enamine 
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‘ 


yotein managzr(s) and address: 


Director, Cur 
Central [ntelligence Agency 
Washington, D.C. 20505. 
” Notification procedure: Indiv! 
of records contains information about 
Inquiries to; 
Privaty XerCeordinator 
entral intelligence Agency 
Washington, D.C. 20505. 
Wentification requirements 
published in the Federul Registe 
comply with these miles. 
Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. 
Contesting record protedures: The Central Intelligen 
reguistions For access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA - 
conceming access tv or correction of records, are promulgated in 
the CLA rules section of the Federal Register. 
Record source categories: Individual authors. 
CIA—4l 
System name: Intelligence in Public Literature File. 
System location: 
Central Intelligence Agency 
Washington, D.C. 20505. : 
Categories of individuals covered by the system: Individuals who 
have written on the general topic of intelligence and have been 
reviewed in the ‘public media; individuals identified as being in- 
volved in intelligence activities. 
Categories of records in the system: Media articles on personalities 
and events relating to subject of intelligence. 
Authority for maintenance of the system: National Security Act of 
1947, as Amended—Public Law 80-253. 
Centra! Intelligence Agency Act of 1949, as Amend 


“Law 81-110. 
ds Act of 1950 (44 ULS.C., Section 


ce OFFICE of C&nren| Peree 
€ 


ividuals seeking to learn if this system 
them should direct their 


are specified in the CIA rules 
r G2CER 1901.13). Individuals must 


ce Agency's 


ed—Public 


Section 506(a), Federal Recor 
3101). 

Routine uses of records muintained in the system, including catego- - 
ries of users and the purposes of such uses: Used.to provide Agency 
and other USiB components a ready-reference file on open litera- 
tur relating to intelligence. 

Policies and practices for storing, retrieving, accessing, retaining, 
gant disposing of records in the system: 

storage: File folders and archives boxes of media articles. 
etrievability: By name of author or gencral topics. , 
Saleguards: File is open to any Agency or Intelligence Commuai- 
ty employee on an official task; requests for access to classified 
portions are screened on the basis of official *‘need-to-know."’ 

Retention and disposal: Articles and topics are discarded when no 
longer used. : 

System manager(s) and address: 

Director, Gentes Referenee Service OFF! 
Central Intelligence Agency 
Weshington, D.C. 20505. 

Notification procedure: Individuals seek 
of recurds contains information about them 
inquinz,» ta: 


Prise Vv Act Coanlinator ) 
eniral Intéliigence Agency 
Washington, D.C. 20505. [ 
$ are specified in the CIA mates 


Identification requirement 
published in the Federal Register (G2CER 1901.13), Individuals must 


comply with these roles. 

Record access procedures: Request from individuals should be ad- 
dressed as indicated ia the notification section above. 
Contesting record procedures: The Central Intelligence Ageacy’s 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to of correction of re 
the CLA rules section of the Federal Register. 


- 


ing to learn if this system 


VfInformation and Privacy Coordinator 


Records destroyed when obsolete 


by pulping. 


PRIVACY ACT ISSUANCES | 


ce coCenren| PereREece, 


should direct their - 


f records, are promulgated in 


ecord source catevories: Foreign and domestic news media; in- 
Stz1febae: -0089 00100140004-5 
CIA—42 _ 
System name: Library Open Literature Ready Reference File. 


a System location: 


Central Intelligence Agency 
Washington, D.C, 20505. : 

Categories of individuals covered by the system: Individuals ap- 
pearing in news media. 

Categories of records in the system: 
dividuals of intelligence interest. 

Authority for maintenance of the system: National Security Act of 
1949, a3 Amended—Public Law 80-233. 

Central Intelligence Agency Act of 1949, as Amended—Public 
Law $1-110. 

Seues §06(a), Federal Records Act of 1950 (44 U_S.C., Section 
310}) 
Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: To provide traditional 
library reference service to Agency officials. It serves as an adjunct 
to standard published reference works and supplies information not 
othervise readily available. 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: ; ; 

Storage: Hard copy file of media articles. 

Retrievability: By subject, organization or personal name; some 
are retrievable by a manual or a computer index to the file. ; 

Safeguards: Requests for information are screened for ap- 

propriateness. 

Retention and disposal: Articles and categories are discarded 
_When no longer needed. 

Systera manager(s) and address: 
Director, © 
Central Intelligence Agency 
Washington, D.C. 20505. See ier: 
Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their . 
inquiries to; - Sa? Se, ad 
Privacy Act Coorinator ~ 
en ntelligence Agency 
Washington, D.C_ 20505 
Identification requirement 
published in the Federal Register 
comply with these rules. 
Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. ee 
Contesting record procedures: The Central Intelligence Agency's © 
regulations for access to individual records, for disputing the can- 
teats thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CIA rules section of the Federal Register. 
Record source categories: Foreign and domestic news media. .- ” 
CciA—43 ; 
System name: Briefing Program File. 
System location: 

Central Intelligence Agency 

Washington, D.C. 20505. a we: “3 
Categories of individuals covered by the system: Those individuals, . 
both foreign and U.S., who have visited CTA for official briefings 
under the CIA Briefing Program. 

Categories of records in the system: Names, d 
parent organizations of visitors. ° 

Authority for maintenance of the system: National Security Act of |. 
1947, as Amended—-Public Law, 80-253. 

Central Intelligence Agency Act of 1949, as Amended—Public: 
Law 81-110. ; 

Section 506(a), Federal Records Act of 1950 (44 U.S.C, Section 
3101). oP 

Routine uses of records maintained in the system, including catego~ 
ries of users and the purposes of such uses: Used in planning briefing 
programs. 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 


Articles concerning In- 


ts are specified in the CIA rules 
(32CFR 1901.15). Jadividuals must 


ates of visits, and ~ 
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or no longer needed | 


"ack 


tee ORFS on Cewreal Reference ; , 
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Systera maaager(s) and address: : 
Ghief-CottectirGuidenee ODL Grecuriver OFGCER 
and Assessments Staff o, ‘ 
Central Intelligence Agency 
Washington, D.C. 20505. 

Notification procedure: Individuals seeking to leam if this system 

of records contains inforration about them should direct their 


inquires Cees ae as 
Act nator + 


Ceatral Intetiigence Azency 
Washington, D.C. 20595. : ‘ 

Identification requirdéments are specified in the CIA mules 
published in the Federal Register G2CFR 1901.13). Individuals must 
comply with these rules, 

Record access procedures: Request from individuals should be ad- 

ressed a3 indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CIA rules section of the Federal Register. 

Record source categories: Official correspondence from parent or- 
ganizations of individuals to be briefed, 

sg clu—4 
System name: Foreign Map Sources Files. 

System location: 

Central Intelligence Agency 
Washington, D.C. 20505. . 

Categories of individuals covered by the system: Selected U.S. and 
foreian individuals and firms having a potential to provide foreign 
mp5. : 

Categories of records in the system: Names, extracts from open 
literatur-, intelligence reports, records of map acquisitions. 

Authority for maintenance of the system; National Security Act of 
15-7, as Amended—Public Law 80-253. : 

Cearral Intelligence Agency Act of 1949, as Amended—Public 
Lew 81-110, . 

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section 
3403). : 

Rovtine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: To provide information 
im support of foreign map acquisition. 

Policies and practices for storing, retrieving, accessing, retaining, 
aad disposing of records in the system: 

Storage: Paper. 
Retrievability: By name. : 
Safeguards: Kept in secure area; only authorized personnel have 


access. ; : : 
Retention and disposal: tiotically punted. 
System manager(s) and address: : j 
Director, Office of Geographic and 
Cartographic Research 
Central Intelligence Azency 
Washington, D.C, 20503. 


Notification procedure: Individuals seckiny to learn if this system 
of records contains information about them should direct their 


inquipies to: : it 
oot Prey Acre Saty Act Chagdinator > 
Coat latstizense Ageocy 
Washington, D.C. 2059). 
Identification requirements are specified in the CYA rules 
poblished in the Federal Hegister (Q2CFR 1901.13). Individuals must 
comply with these rub. 


efinite; pe 


C@ressed as indicated in the notification section above. 


Information and Privacy] 
Coordinatar 


Destroy 5 years after cut-off. 
of each calendar year. Screen. 
copies and housekeeping records. 


Destruction by pulping. 
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Storage: 3 x 5 index cards. 
Retrievability: By name. 


Record acczss proves es: Request from individuals should be ad- [. 


Destroy data on individual s 
action is complete or source potential is ended.’ 
Destruction by pulping. ef 


Cut off at end _ 
Destroy duplicate 

: Le Maintain remainder 
an current file area for 5 years and destroy. 
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regulations for acce ividual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promuigated in 
the CIA rules section of the Federal Register. 

Record source categories: Individuals, intelligence reports, open 
Nterature. 

CIA—-45 
System name: Soviet-U.S, Contacts File. 
System location: 
Central Intelligence Agency 
Washington, D.C. 20505. . 

Categories of individuals cavered by the system: Prominent U.S. 
citizens, such as members of Congress and high-ranking govern- 
ment officials, who have met prominent Soviets at meetings re- 
ported in the press. 

Categories of records in the system: Names and titles of in- 
dividuals, dates and places of meetings, subjects discussed as re- 
ported in the Soviet and U.S. press. 

Authority for maintenance of the system: National Security Act of 
1947, as Amended—Public Law 80-253. 

Central Intelligence. Agency Act of 1949, as Amended—Public 


Law 81-110. 
Section 506(a), Federat Records Act of 1950 (44 U.LS.C., Section 
3101). : 


- Routine uses of records maintained in the system, including categzo-+ 
ries of users and the purposes of such uses: Used to prepare briefing 
material for U.S. officials who plan to visit the USSR or hold 
discussions with Soviets in the United States. 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: : 
Storage: Computer tapes and paper. 


Retrievability: Name of Soviet or U.S. participants, dale, general - 
_ subject, and locations of meetings. : : 


Safeguards: Requests for information are screened for ap- 
propriateness. Files are stored in combination locked safes. 
Retention and disposal: File started in 1974 and still considered - 
experimental; contiquation will depend upon utility; no file destruc- 
tion to date. — 
System mauager(s) and address: 


Director, Gentrab Reference Servies QFFICE OF CanTreal Rerkeeen ce. 


Central Intelligence Agency = - be 
Washington, D.C. 20505. - ‘ : ane 
Notification procedure: Individuals seeking to leam if this system 
of records contains information about them should direct their 
inquiries to; 


entral Intelligence Agency 
Washington, D.C. 20505. an : : 
Tdeatification requirements are specified in the CIA rules 
published in the Federal Register (G@2CFR 1901.13). 
Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. 


Contesting record procedures: The Central Intelligence Agency's 


regulations for access to individual records, for disputing the con- . 


tents thereof, and for appealing an initial determimation by CLA 
concerning access to or correction of records, are promulgated in 
the CIA rules section of the Federa} Register. 
Record source categories: Soviet and U.S. press. 
CTA—46 
System name: Academic Relations File. 
System location: : 


Central Intelligence Agency 
Washington, D.C. 20505, 


whom the DDI maintains contact for the purpose of exchanging 
research and analyses. ; : 
Categories of records in the system: Names and addresses. 


Authority for maintenance of the systeu: National Security Act of 


1947, as Amended—Public Law 80-253. 
Central Intelligence Agency Act of 1949, as Amended-—Public 
Law 81-110. : 


ae Lt oe 
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Catepories of individuals covered by the system: Scholars with 


ource when procurement 
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Section §66(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). 

Routine uses of records maintained in the system, including catezo- 
ries of users umd the purposes of such uses: Reference for correspon- 
dence: rasiling of unclassified Agency publications. 

Policies ani practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 

Storage: 5 x 3 index cards, 

Retrievabliscy: By name. 

Safeguards: Kept in secure area; only authorized officials have 
access. 

Retention and disposalylagehpite; peradically purse 

Systern manager(s) and address: : 

Coordinator for Academic Relations 
Central Intelligence Agency 
Washington, D.C. 20503. 

Notification procedure: Individuals seeking to learn if this system 
of records contains informauon about them should direct their 
raquines ton = 

Privaay Act Coorhilator 
Tentral Intelligence Agency 
Washington, D.C. 20505. 

Identification requirements are specified in the CIA mules 
published in the Federal Register G2CFR 1901.13). Individuals must 
comply with these rules. 

Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 

_ tents thereof, and-for appealing an initial determination by CIA 
concemiog access to or correction of records, are promulgated in 
the CIA rules seciion of the Federal Register. 

Record source categorles; Correspondence and personal contact. 

cIA—47 . 
System name: Professors and Placement Officers of Selected Col- 
leges. . : 

System location: 

Central Intelligence Agency 
Washington, D.C. 20505, 

Categories of individuals covered by the system: Those key in- 

dividuals in selected colleges who may be able to assist the Office 


of Economic Research in its professional recruiting effort for 
economics analysts. 
_ Categories of records in the system: Names and parent organiza- 
trons. 

Authority for maintenance of the system: Central Intelligence 
Agency Act of 1949, as Amended—-Public Law 81-110. 
sone 506(a), Federal Records Act of 1950 (44 U.S-C., Section 

Routine uses of records muintained in the system, including catego- 
ries of users and the purposes of such wses: Used in Office of 
Economic Research recruiting program. 

Policies and practices for storing, retrieving, accessing, retalning, 
and disposing of records in the systern: 

Storage: List. 

Retrievability: By name. 

Safeguards: Kept in secured area; only authorized officials have 


Director, Office of Economic Research 
Central Intelligence Agency 
Washington, D.C. 20505. : 

Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 


inquiries to: . i, 
ivacyaAct Coohlinator 
Central Tatéliigence Agency 


Washington, D.C. 20505. 
Identification requirements are specified in the CIA rules 
published in the Feducal Register G2CFR 1901.13). Individuals must 
comply with these piles 


x2 


is by pulping. a 


Reviewed every 2 years and re 


cords are deStroyed 
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Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing (ie con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulzated in 
the CIA rules section of the Federal Register. : 

Record source categories: Professional contacts established by the 
Office of Economic Research and Agency recruiters. 


CcIA—48 
System name: Cryptographic Access File. 

System locativn: 

Central Intelligence Agency 
Washington, D.C. 20505. 

Cateyories of individuals covered by the system: Agency staff per- 
sonnel, contract employees, and contractor employees who have 
been authorized access to cryptographic information. 

Categories of records in the system: Biographic information in- 
cluding name, date of birth, social security number, and Agency 
component or commercial employer and date of clearance of per- 
son being granted access. . 

Authority for maintenance of the system: Executive Order 10450. 

Public Law $1-513, dated 13 May 1950. 

Routine uses of records maintained in the system, including catego 
ries of users and the purposes of such uses: Control and accountabili- 
ty of cryptographic access clearances. : 

Certify to Agency officials and to other agencies and private con-~ 
tractors names of individuals who possess a cryptographic 
clearance. . : 

Users of this information are the Office of Security and Office of 
Communications. . 
A record from this system of records may be disclosed as a 
“routine use” to a Federal, state or local agency maintaining civil, 
criminal or other relevant enforcement information or other per- 


‘ tinent information, such as current licenses, if necessary to obtain 
information relevant to an Agency decision conceming the hiring or |.” 


retention of an employee, the issuance of 2 security clearance, the 
letting of a contract, or the issuance of a license, grant or other. 
benefit. ‘ 2 
Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: ; 
Storage: Paper and computer. : : 
Retrievability: By name. ; Sa . buy _ 
Sateeuards: Information on paper media is stored in combination * 
lock safes or in a secure area; access is limited to authorized em- — 


ployees on a need-to-know basis. Information stored on the com- 


puter system is subject to safeguards established by the Office of 
Security. : 


Retention and disposal: Paper files are retained until the clearance -- 


is rescinded. Destruction of paper records is accomplished through 
burning. Computer records are revised when clearance is rescinded. 


System minager(s} and address: 


Director, Office of Communications 
Central Intelligence Agency : 
Washington, D.C. 20505. Bee x a 
Notification procedure: Individuals seeking to earn 3f this system — 
of records contains information about them should direct their 
inquires to; ae me ; 
<Priyady Act Gosidinator J 
Central intelligence Agency 
Washington, D.C. 20505. - : sete 
Identification requirements are specified in the CIA rules 
published in the Federal Register (32CFR 1901.13). Individuals must. 
comply with these rules. . ; 
Record access procedures: Request from individuals should be ad 
dressed as indicated in the notification section above. : 
Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- © 
tents thereof, and for appealing an initial determination by CIA 
concerming access to or correction of records, are promulgated in 
the CIA rules section of the Federal Register. - 
Record source categories: The source of biographic information is 
the Office of Security or official correspondence notifying Office 
of Communications of a change in the individual's status. 


4information and Privacy Coordinator 


D™ OFS 


Review annually and destroy records on individuals 
no longer associated with the activity. 


Destruction 


© 


on individuals no longer associated with the program. 


'Dest¥Yuction is by pulping. 


a ei 
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Employee. 
CIA—19 
System name: Directorate of Operations Records System. 
System location: 
Central Intelligence Agency 
Washington, D.C. 20505. 

Categories of individuals covered by the system: Individuals who 
are of foreign intelligence or foreign counterintelligence interest to 
the CLA, either because of their actual, apparent, or potential as- 
sociation with foreign intelligence or foreign counterintelligence ac- 
tivities, or because iney are of actual or potential use to CLA. 

Categories of records in the system: Categories of records include 
adminiswative, management and_ policy, personality, operational, 
acd impersonal subjects bused primanly on foreign intelligence and 
foreiwa countarinteliigence reports. 

Authority for maintenance of the system: National Security Act of 

_3927, as Amended—Public Law 80-253. 

Central Intelligence Agency Act of 1949, as Amended-—Public 
La» 81-110. , a 

Section 504(a), Federal Records Act of 1950 (44 U.S.C., Section 
Brot : 

immigration and Nationality Act, as Amended—Public Law 82- 
414, 

Routine uses of records maintained in the system, including catego- 

ies of users aad the purposes of such uses: To provide information 
wihia CIA and to selected Federal agencies and military depart- 
mezts for the conduct of foreign intelligence operations. 

To provide information within CIA and to the FBI, other 
selected Federal agencies, and military departments for the conduct 
of forsign counterintelligence operations. 

Te conduct national Agency name checks for other agencies as 
required by National Security Council Directive and the Immigra- 
tion ao Nationality Act of 1952 in the interest of the security of 
the United States. ; 

To provide information to the Immigration and Naturalization 
Service. 

A-tecord from-this system of records may be disclosed as a 
“routine tse"? to a Federal, state or local agency maintaining civil, 
criminal or other relevant enforcement information or other per- 
trent information, such a3 curreat licenses, if necessary to obtain 
infocmation relevant to an Agency decision concerning the hiring or 
reteation of an employee, the issuance of a security clearance, the 
lett ng, of a contract, or the issuance of a license, grant or other 
benefit ; : : 

To provide information to U.S. and, through established liaison 
channels, selected foreign government agencies in national security 
or criminal cases. 

Policies and practices for storing, retrieving, accessing, retaining, - 
amd dispesing of records in the system: : 

Storage: Paper, microforms, and magnelic media. 

Retrievability: By name. . ; : 

Safeguards: Sirict controls have been imposed to minimize the 
risk of compromising information held. Employees are allowed. ac- ” 
c=s3 to the index and files only after undergomg special training. 

mere are degrees of compartmentation which are designed to limit 
a:z333 to information on a strict ‘need-to-know"” basis. Records 
are kept of each disclusur2 of a record to another agency as 

- ysquired by this act. 

_ Retention and disposal: Retention is based on approved records 
eisposition: schedules. Destruction is by pulping, degaussing, or 

beming. 

System manager(s) and address: I 
a = ee ta ATION 
Chief, Services Staff, DLO : ; 
Ceatral Inteliigence Azency 
Washington, D.C. 20205. ; 
Nutification procedure: Ladividuals seeking to learn if this system 
ef cscords contains information about them should direct their 
is. quiri2s to: 


st Coonifnator.” 
entral Tateiltgence Agency 
Washington, D.C. 20595. 
Jdeniificauon requirements ate specified in the CTA rules 
eublished in the Federal Register G2CFR 1901.13). Individuals must 


an . * 
comply with these rules. 


Record access precrinres: Request from individuals should be ad- 
ezessed 2s indicated in the notification section above, 
Information and Privacy Coordinator 


“et A es 
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regulations for access to individual records, for disputing the con 
tents thereof, and for appealing an initial determination by CLA 
concerning access to or correction of records, are promulgated in 
the CIA mules section of the Federal Register. . 

Record source categories: Other U.S. agencies and organizations. 

Foreign sources and individuals. 

Predecessor organizations. 

Overt publications. 

Private citizens. 

State and local agenctes. 

cIA—50 . 
System name: Financial Records. 
System location: 
Central Intelligence Agency 
Washington, D.C. 20505. 
Categories of individuals covered by the system: Current and 
. former Agency staff personnel, contract personnel, consultants, in- 
dependent contractors, detailed military and civilian personnel, and 
survivors of deceased CIA retirement system annuitants 

Categories of records in the system: Records required to ad- 
minister compensation payments, payments to CIA Retirement 
System (CIARDS) anauitaats, authorized or required payroll deduc- 
tions or contributions for Federal, state and city income tax, retire- 
ment, insurance, Credit Union, etc., and leave entitlements. Person- 
nel actions, contracts, W-4s, W-2s, withholding authorizations, 
banking instructions for dissemination of employees’ salary checks. 

Official travel orders, record of funds advanced and transporta- 
tion furnished, copies of travel claims and accountings. oo 

Records and statements conceming the status of funds advanced 
to individuals for official purposes. 

Correspondence and copies of all financial documentation accu- 
mulated in the collection and settlement of amounts due the Agea- 
cy from former employees. : . 

Financial accounts and records concerning employees'/former 
employees’ participation in the Voluntary Investment Plan. Mem- 
bership application, payroll deduction authorization, quarterly 
status statement, funds withdrawal requests. 


Certifying officers; contracting officers; and authorizing letter ~ 


and signature card. ; ; ; a 
Authority for maintenance of the system: Central Intelligence 
Agency Retirement Act of 1964 for Certain Employees, as . 
Amended—Public Law 88-643, : ge — 
Central Intelligence Agency Act of 1949, as Amended—Public | 
Law 81-110. : 
Section 506(a), Federal Records 
3101). ae 
Routine uses of records maintained in the system, including cqtezo- 
ries of users and the purposes of such uses: Used by CIA personnel 
to fulfdl statutory requirements with regard to the computation, 
payment, and recording of compensation due Agency personnel and 
annuities due to CIARDS annuitants and to report Federal, state, 
and local taxing authorities tax information as required by law; 
_ used by CIA officials to report and remit to appropriate Federal, 
state, and local agencies tax withholdings, individual and CLA con- 
tabutions for retirement, life and health insurance programs, and 
other deductions as required or authorized by the individual. 


Used by CIA personnel concerned with the administration, 
processing, audit and certification of travel and transportation ac- 
counts. 

Used by CIA personnel as an administrative control to ensure 
that official funds advanced to individuals are properly and fully 
accounted for. 3 oe 

Used by CIA personnel to pursue and document efforts made to 

_ eollect amounts due the Agency from former Agency personnel. 

Used by CIA personnel in the financial administration of the 
Voluntary Investment Plan and to inform participants of their equi- 
ty in the Plan. : 

Used within CLA by Agency personnel charged with responsibili- 
ty for determining that the commitment and expenditure of Agency 
funds is authorized, approved, and certified by officials to whom 
such authority has been delegated. 


Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: . 
Storage: Paper, punch cards, microfilm, magnetic tape and disks. 
_Retrievability: By name, employee number, and component of as- 
signment. 


Act of 1950 (44 U.S.C., Section 


«= OTA 
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areas or in combination lock safes. Access to the records is strictly 
limited to Agency personnel _who either work with the records or 
have an offictal need for the information. 

Retention and dispasak: Method of disposal is by burning, 
degaussiny or shredding, whichever Is the most appropmate for the 
patticular medium in which the record is maintained, Records are 
retained in accardance with established record disposal schedules. 

_ System manager(s) and address: 


Director, Office of Finance 
Central Intelligence Agency 
Washington, D.C. 20305. 


Identification requirements are specified in the CIA rules 
published in the Federal Register (32CFR 1901.13). Individuals must 
comply with these rules. ' 

Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. 

Contesting record procedures; The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 


the CLA rules section of the Federal Register. 
Record source categories: Individuals and Agency officials. 


CIA—51 
System name: Security Duty Office Event Reports. 
System location:, : 
Central Intelligence Agency . 
Washington, D.C. 20503. ; : 


Categories of individuals covered by the system: Individuals who 
contact the Security Duty Office. : 


Categories of records Iu the system: Name, date and subject 


reatter of contact by individual, ; . 

Authority for maintenance of the system: National Security Act of 
1937, as Amended—Public Law 80-253. : 

Central, Intelligence Agency Act of 1949, as Amended—Public 
Law 31-110. 

ection §04(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses; Brief senior Security OF 
ficers conceming contacts made by individuats and events involving 
the Agency and Agency facilities. > 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 

Storage: Paper. be 

Retrievability: By name. © 

Safeguards: Records are maintained in oftice which is manned on 
a 24-hour basis. Information is disclosed to Agency officials on a 
need-to-know basis. 

Retention and disposal: Records are maintained only for time 
period when subject is of interest to the Agency. Records are 
destroyed by buming. 

System manager(s) and uddress: 

Director, Office of Security 
Central Intelligence Agency 
Washington, D.C. 20565. 

Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 
inquines to: 

“Privacy Act Coordinator 

Central in a, 


telligence Agency 
Washington, D.C. 20505. 

TWentification requirements are specified in the CIA rules 
published in the Federal Register G2CFR 1901.15). Individuals must 
coraply with these niles. 

Record access procedures: Request from individuals should be ad- 
dressed as indicated in Lhe notification section above. 
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conceming access to or correction of records, are promulgated in 


223-9364 


regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CLA niles section of the Federal Register. 

Record source categories: General public, employees and Federal, 
state and local officials, 

CIA—52 
Systen) name: Special Clearance System. 

System location: 

Central fntelligence Agency 
Washington, D.C. 20505. 

Categories of individuals covered by the system: Federal, civilian 
and military personnel and representatives from private industry 
who possess special access clearances. ; 

Categories of records in the system: Name, date of birth, soctal 
security number, date of background investigation, organization, 
and clearances held, 

Authority for maintenance of the system: National Security Act of 
1947, as Amended—Public Law 80-233. 

Central Intelligence Agency Act of 1949, as Amended—Public 
Law 81-110. 

Section 504(a), Federal Records Act of 1950 (44 U.5.C., Section 
3101). , 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: To certify throughout the 
Intelligence Community aad related industry the individuals whose 
names are contained in this Special Register for purposes of con- 
trolling access to special classified materials. — 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 

Storage: Cards, computer tapes and paper. 

_ Retrievability:; By name, social security number, and organiza- 
tion. : j 

Safeguards: The records are stored in a secure area. Access to 
the storage area is restricted to those who. have the proper 
clearances and have a need-to-know. 


Retention and disposal: Thé records are Kept as. long as an in- | 


‘dividual possesses special access clearances. Records are destroyed 


when individual is debriefed of special clearance(s). Paper records 
are bummed; magnetic tapes are degaussed. 
System manager(s) and address: 
Director, Office of Security _ 
Central Intelligence Agency 
Washington, D.C. 20505... ; . 
Notification procedure: Individuals seeking to learn if this system 
of records contains information about them should direct their 


inquiries : : 
Akt Coondinator, 
eutral Intelugence Agency 
Washington, D.C. 20505- ; 
Identification requirements are specified in the CIA rules 
published in the Federal Register (32CFR 1901.13). Individuals must 
comply with these roles. 3 : 
Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above, aS 
Contesting record procedures: The Central Intelligence Agency's .~ 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in © 
the CIA rules section of the Federal Register. : 
Record source categories: Agency personnel, and other Federal 
agencies, and private industry. . : 
CIA—54 
System name: Central Badge System. 
System Jocation: : — 
Central Intelligence Agency 
Washington, D.C. 20505. : 
Categories of individuals covered by the system: Agency er- 
ployees and individuals who required building access badges. 
Categories of records in the system: Name, date and place of 
birth, social security number, photographs and fingerprints. 
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Authority for maintenance of the system: Central Intelligence 
Agency Act of 1949, as Amended—Public Law 81-110. 

Section 504(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). . 

National Security Act of 1947, as Amended—Public Law 80-253. 

Routine uses of records maintained in the system, including catezo- 
ries of users and the purposes of such uses: Used by the Office of 
Security to identify and control access to Agency facilities. 

Policies and practices for storing, retrieving, accessing, retaining, 
and dispusing of records in the system: 

Storage: Paper, photographs and magnetic media. 

Retrievability: Name and badge number. 

Safeguards: Records ar maintained in vault. Access is limited to 
individuals on need-to-knuw basis. 

Retention and disposal: Retained for duration of employment or 
association with the Agency. Records are destroyed by burning two 
years after resignation or termination of the association. . 

System mranager(s) and address: 

Director, Office of Security 
Central Tatelliggnce Agency 
. Washington, D.C. 20303. 

Notification procedure: Individuals seeking to learn if this system 
of records contains information, about them should direct their 
inquires to: 


ivadyAct Coordiutor 
Central Intelligence Agency 
Washington, D.C. 20505. 

Identification requirements are specified in the CIA Tules 
published in the Federal Register G2CFR 1901.13), Individuals must 
comply with these rules. 

Record access proceduces: Request from individuals should be ad- 
dressed as indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency’s 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
conceming access to or correction of records, are promulgated in 
the CLA rules section of the Federal Register. : 

Record source categories: Employee records and/or the individual 
requesting identification badge. 

CIA—56 
System namé: Security Analysis Records. 

System location: 

Central Intelligence Agency 
Washington, D.C. 20503. 

Categories of individuals covered by the system: Any individual 
who comes to the attention of the Agency because of a counterin- 
teligence interest that concemms Agency personnel or Agency 
security. ‘ 

Categories of recurts in the system: {ouraphic information and 
data concerning an individual's involvement in specific intelligence. 
and counterintelligence activities, 

Authority for roaintenance of the system: National Security Act of 
1947, as Amended—Public Law &0-253. 

Central Intelligence Agency Act of 1949, as Amended—Public 
Law 81-110. 

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). ; ; 

Rowtine uses of records malotained in the system, Including catego~ 
ries of users and the purpéses of such uses: Inform Agency officials 
of poiential or actual CI information involving Agency personnel or 
facilities. 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: 

Storage! Paper. 

Retrievabitity: By name. 

Safeguards: All records are maintained in a vaulted area. Access 
is limited on a need-to-know basis. 

Retention and disposal: Permanent retention. 

System manager(s) and saldress: 

Director, Office af Security 
Central Intelhiaccte AL 
Washington, Fut. 20505 


Notification procedure: Individuals seeking to leara if this system 
of records contains information about them should direct their 
inquiries to: . 


ri Lc Zoorditator > 
Central Intelligence Agency 
Washington, D.C. 20505. : 

Identification requirements are specified in the CIA rules 
published in the Federal Register (32CFR 1901.13). Individuals must- ” 
comply with these rules. 

Record access procedures: Request from individuals should be ad- 
dressed as indicated in the notification section above. 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CIA miles section of the Federal Register. 

Record source categories: Employees. 


U.S. Government agencies. 
Foreign intelligence sources. 


CIA—57 
System name: Security Records. 

System location: 

Central Intelligence Agency 
Washington, D.C. 20505. 

Categories of individuals covered by the system: Applicants, staff 
and contract employees, former employees, consultants, contrac- 
tors, military detailees, individuals of security interest, persons of — 
substantive affiliation with or service to the Agency, persons an 
whom the Agency has conducted an investigation, Agency em- 
ployees and other individuals associated with the Agency who have 
completed an accident report form, and Federal, civilian and milita- 
ry personnel with whom the Agency conducts liaison. 

Categories of records in the system: Investigation reqiests. 

Biographic data (name, sex, D/POR, social security number, and 
employer and employee address at time record was created). 

Authorizations for the release of high school and college trans- 
cripts and copies of those transcripts. > 

Investigative reports. . ; 

Appraisal summaries reflecting the rationale for granting or refus- 
ing a secunty clearance. : es : 

Documentation of the final action taken by the Office of Security 
concerning any given investigation. 

Secrecy agreements. 

Documentation conceming the granting or refusing of special 
clearances; levels of clearances held; approvals for personnel reas- 
signments; notations that polygraph or other special interviews 
were performed, memoranda concerning security violations; notices 
of termination of affiliation with the Agency. 

Report of accidents and investigative reports. 

Authority for maintenance of the s stem: National Security Act of 
1947, as amended-~Public Law 80-253. 

Central Intelligence Agency Act of 1949, as Amended—Public 
Law 81-110. ; , 
Section 506(2), Federal Records Act of 1950 (44 U.S.C., Section 


3101). 


Executive Order 10450, ; 

Executive Order 11807. . 

Section 19(a), Occupational Safety and Health Act of 
1970—-Public Law 91-596. ‘ 

Routine uses of records maintained in the system, including catezo- 
ries OF users and the purposes of such nses: The system is used lo 
ascertain whether there is any existing information conceming a 
persoa who is of immediate interest to the CIA. The system is rou- 
tinely used when: 

a person applies for CIA employment; 

a person is a candidate or associated with a candidate for some 
project or assignment; 

@ question arises aS to whether a certain individual has been 
security approved, or considered for security approval by the CTA; 

there is a need to obtain the security file of an individual who is 
known (or assumed) to be the subject of a file; and - 

CIA receives a request for investigative information from another 
Federal agency. : ; 

Records from this system are also used to prepare briefings on 
Agency accident experience; to determine accident causes and 
recommend remedial action; and to prepare quarterly and annual 
statistical reports for the Department of Labor. 


2238-974 


Information and Privacy Coordinator - i 


! 
i 
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Policies and practices For storing, retrieving, Siccessing, retaining, 
and disposing of records in the system: 

Storage: Paper, microfilm, computer disks and magnetic tapes. 

Retrivvability; By name. 

Sateguards: Records are safeguarded by combination lock securi- 
ty containers. or are stored withia a vaulted area. Access is 
restricted io individuals who are certified on an ‘tAccess List.” The 
Access List is validated each month and published so that responsi- 
ble offictals can insure that records are accessed only for official 
purposes. : 

Retention and disposal: Files which contain Agency-developed in- 
vestizaitve reports on an individual are retained a maximum of 50 

re iaen destroyed by buming or pulping. Liaison contact files 

y : pulping T i! 
pre} fur Unres years and then destroyed by buming or pulping, 

except “Sere there is a tocomented request to continue the liaison. 

System manager(s) and address: 

Director, Office of Security 
Centra! [otelligence Agency 
Washington, D.C. 20305. 

Notification procedure: Individuals seeking to learn if this system 

of records contains information abont them should direct their 


Agency 
Washington, D.C, 20505. * : 

Wentification requirements are specified in the CLA miles 
published in the Federal Register (32CFR 1901.13). Individuals must 
comply swith these rules. : 

Record access procedures: The Central Intelligence Agency's 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CIA males section of the Federal Register. 

Record source categories: Current and former employees, con- 
suliants, contractors, contract employees, military detailees, appli- 
cants for employment, persons of substantive affiliation with or 
service to the Agency, Federal state and local agencies, educational 
institulions, employers, personal and business references provided 
by the iadiviJual under investigation and acquaintances of the in- 
dividual. ; : . 

a: CIA—58 
System name: Inspector General Research Records. 
Systera location: 
Central Intelligence Agency 
Washington, D.C. 20505. 

Catesories of individuals covered by the system: Agency personnel 
and other individuals whose names appear in documents assembled 
primarily from other Agency records systems by the Inspector 
General in relation to an Executive commission and Legislitive 
commitice reviews of Agency activities conducted between 1972 
and 1976. me 

Categories of records in the system: CIA documents that are per- 
ticeat to an Executive commission and Legislative committee 
reviews of Agency activities. | 

Authority for mainteuance of the systern: Central Intelligence Act 
of 1949, as amended—Public Law 31-110. 

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). 

Routine vses of records maintained in the system, including catego- 
ries of users and the purposes vf such uses: The system is used by 
Agency officials for refersace use in connection with Executive 


"and Legislative reviews of Agency activilics. 
Policies and practices for storing, retrieving, accessing, retaining, 


and disposing of records in the system: 
Storage: Paper. 
Retrievability: Name or subject. 
Safeguards: Information is stored is safes. Access is limited to 


| Agency personnel. ; 
osal: ;Doetments will be Poyefined for indefinite 


Retention and dis 
“~gystem manager(s) anil address: 


penod. 
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Central Intelligence Agency 

Washington, D.C. 20503. 

Notification procedure: Individuals seeking to learn if this system 
of records contains . should direct their Inqui- 
nes to: 
rivacy ABeCoordiG tor, 
entral Intelligence Agency 
Washington, D.C. 20505. ; 

Identification requirements are specified im the CIA roles 
published in the Federal Register (32CFR 1901.13). Individuals must 
comply with these rules. 

Record access procedures: Requests from individuals should be 
addressed as indicated in the notification section above, 

Contesting record procedures: The Central Intelligence Agency's 
regulations for access to individual record, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
| concerning access to or correction of records, are promulgated in 
the CLA rules section of the Federal Register. 

Record source categories: Agency employees. - 

crA—s9 : 

System name: Unsolicited Correspondence from the General Public 

Addressed to the Director or Deputy Director of Central Intel- 
ligence. : 

System location: i 

Central Intelligence Agency 
Washington, D.C. 20505. ; 

Categories of individuals covered by the system: Members of the 
General public who have written to the Director or Deputy Director 
of Central Intelligence. 


a 


general public and Agency letters of response. 
Authority for maintenance of the system: 
Agency Act of 1949, as amended--Public Law 81-110. 
Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section 
3101). 


ries of users and the purposes of such uses: The system fs used by 
the Executive Secretary, Office of the Director, to insure that cor- 
respondence is acknowledged. Certain correspondence is forwarded 
to other Government agencies for appropriate action. 

Policies and practices for storing, retrieving, accessing, retaining, 
and disposing of records in the system: : 

Storage: Paper. 

Retrievability: By name. 


the Executive Secretary. | . | 
Retention and disposal: JRecords ayé stored inthe ene 
gistry for twa years and then transferred to thé Records Center for 
an additional thyée years’ shoes yecarts are destroyed by burning 
‘five, afteyUate of receipt ofcorespondence. ae 
System madager(s) and address: 
Executive Secretary . 
Central Intelligence Agency 
Washington, D.C. 20505. 
Notification procedure: Individuals seeking to leara if this system 
of records contains their correspondence should direct their inqui- 


ries to: - ae 
Priy2t AgeCoorditos? 
Central Intelligence Agency 
Washington, D.C. 20505, 
published in the Federal Register (G2CFR 1901.13). Individuals must 
comply with these rules. 

Record access procedures: Requests from 
addressed as indicated in the notification section above. 

Contesting record procedvres: The Central Intelligence Agency’s 
regulations for access to individual records, for disputing the con- 
tents thereof, and for appealing an initial determination by CIA 
concerning access to or correction of records, are promulgated in 
the CIA rules section of the Federal Register. 


Information and Privacy Coordinator 


228-974 


Permanent, 


. 


Subject file of substantive correspondence requiring 
action beyond acknowledgement reply is permanent, 
Routine correspondence and acknowledgments are 


reviewed at 2 year inte 
when no longer needed, 


original contact if no interest activated ‘within 5 years 


or destroyed 5 years after 


or incorporated into Subject file if interest is 


Categories of records in the system: Correspondence from the — 


‘individuals should be ~ 


rvals and. destroyed by pulping 


Central Intelligence ~ 


Routine uses of records maintained in the system, including catego- 


Safeguards: Records are in a vaulted area; access is controlled by 


3 


INFORMATION ABUT THEM 


Identification requirements are specified in the .CIA rules 


activated and case warrants, Employment applications: 
originals referred to Office of Personnel; duplicates - 
? 2 fea. -. go noted and files cut off annually and destroyed 
y “-. . py pulping when-2 years old. : iia 3 
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CIA- -60 


System name: 


Personal and Professional Associates of the Director 
of Central Intelligence, 


System location: 
Central Intelligence Agency 


Washington, D.C. 20505 


Categories of individuals covered by the system: 
Personal and professional. associates of the Director 


of Central Intelligence. 


Categories of records in the system: 

~ Home and business addresses; home and business phone 
numbers; category of association with the DCI (e.g. 
personal/professional). | 


Authority for maintenance of the system: 
Central Intelligence Agency Act of 1949, as amended- 
~Public Law 81-110. Section 506(a), Federal Records 
Act of 1950 (44 U.S.C., Section 3101). 


Routine uses of the records maintained in the system, 


including categories of users and the purposes of such 
uses: . 
The system is used by administrative personnel, 
Office of the Director, to insure that information 
pertaining to the Director's associates is 
maintained in a current manner. 


Policies and practices for storing, retrieving 
accesSing, retaining, and disposing of records in the 
system: 


Storage: Hard copy computer print-out and magnetic 
disc*pack. 


Retrievability: By name, city, or type of 
association. , 


Safeguards: Hard copy computer print-out stored in 


a vaulted area; access is controlled by the Director's 

immediate office staff. Automatic data processing disc 
pack requires coded identifier for activation. Access 

on a need-to-know basis. 


Retention and disposal: The hard copy computer 


Approved For Release 2002/05/09 : CIA-RDP86-00895R000100140004-5 


Approved FA Icase 2002/05/09 : CIA-RDP86-008999§900100140004-5 


print-out is stored in the Office of the Director and 
becomes a part of the Director's personal 
correspondence/files. This hard copy is replaced as 
changes occur and the preceding copy destroyed by 
burning. Magnetic disc pack is corrected as changes 
occur and when no longer of use it is erased. 


System manager and address: 
Executive Assistant to the Director 


Central Intelligence Agency 
Washington, D.C. 20505 


Notification procedure: 
Individuals seeking to learn if this system of 


records contains their name and address should 
direct inquiries to: 


Information and Privacy Coordinator sl 


Central Intelligence Agency 
Washington, D.C. 20505. 


Identification requirements are specified in the CIA 
rules published in the Federal Register (32CFR 
1901.13). Individuals must comply with these rules. 


Record access procedures: | 
Requests from individuals should be addressed as 


directed in the notification section above. 


Contesting record procedures: 
The Central Intelligence Agency's regulations for 
access to individual records,- for disputing the 
contents thereof, and for appealing an initial 
determination by CIA concerning access to or 
correction of records, are promulgated in the CIA 
rules section of the Federal Register. 


Record source categories: 


Selected public by category of relationship with the 
pDcI. 
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CIA--61 


System name: 
Supplemental Personnel (Soft) Files. 


System location: 
Central Intelligence Agency 
Washington, D.C. 20505 


Categories of individuals covered by the system: 
Current and former staff or contract employees and 


detailed personnel. 


Categories of records in the system: 
Memoranda of discussions, working copies of 
“personnel and contract actions including procedural 
checklists, performance appraisals, travel and 
shipping orders. Information concerning conduct, 
training, special qualifications or restrictions, 
dependency and residence, emergency notifications, 
biographic data, Letters of Instruction. Also, 
cables and dispatches of administrative and 
operations significance, and photographs. 


‘Authority for the maintenance of the system: 
National Security Act of 1947, as amended~-~Public 
Law 80-253. Central Intelligence Agency Act of 
1949, as amended--Public Law 81-110. Section 506(a) 
Federal Records Act of 1950 (44 U.S.C., Section 
3101). 


Routine uses of records maintained in the system, 
including categories of users and purposes of such 


uses: 
Used as a supplement to the official personnel 
folders by authorized operating officials to | 
facilitate and expedite processing or procedural 
requirements and transactions of employees. 


Serves aS a management tool for administrative and 
operating officials for purposes of employee 
assignment, promotion, and career development 
considerations and determinations. 


To refer or provide information in response to or by 
direction of a court order, or where there is an 
indication of a violation or potential violation 

of law whether civil, criminal, or regulatory in 
nature, to the appropriate agency charged with the 
responsibility of investigating or prosecuting such 


Approved For Release 2002/05/09 : CIA-RDP86-00895R000100140004-5 


Approved Fo@iease 2002/05/09 : SIS RDP BE ROMO 100 4000s s 


violation or charged with enforcing or implementing a 
statute or law, regulation or order issued BuEeP an 
thereto, © 


Policies and practices for storing, retrieving, 
accessing, retaining, and disposing of records in the 
system. 2-5 


Storage: Paper. . 
Retrievability: By name. 


Safeguards: Files are maintained in vaulted areas 
or approved metal filing cabinets; file release is on a 
controlled-loan basis to authorized officials. 


Retention and disposal: After transfer, resignation 
or retirement, screen folder immediately transferring 
items that should be filed in the Official Personnel 
file, operational items to appropriate operating files, 
and process the remaining material as follows: 
Transfer--forward file to gaining office; retirement-- 
hold retirement cases 18 months and destroy; and, 
resignations--hold resignation cases 1 year and destroy. 


System manager:and address: 
Chief, Support Staff 
Intelligence Community Staff 
Washington, D.C. 20505 


Notification procedure: 


Individuals seeking to.learn if this system of 
records contains information ahout them should 
direct their inquiries to: 


Information and Privacy Coordinator 
Central Intelligence Agency 
Washington, D.C. 20505 
Identification requirements are specified in the CIA 


rules, published in the Federal Register (32 CFR 
1901.13). Individuals must comply with these rules. 


Record access procedures: 
Request from individuals should be addressed as 


indicated in the notification section above. 


Contesting record procedures: 
The Central Intelligence Agency's regulations for 


access to individual records, for disputing the 
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contents thereof, and for appealing an initial 
determination by CIA coricerning access to or 
correction of records, are promulgated in the CIA 
rules section of the Federal Register. 

Record source categories: 
mployee 


Career Service Panel 
IC officials. 
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